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HRREIE
HEEIE AR SRR
ToB To Business Fr L E 7
B2C Business to Consumer RIS E- IRy > 2N 2
B2H Business to Home Ak R BE, FEE AT LSS
CDF Cumulative distribution function Rt mIhae
eMBB enhanced Mobile Broadband BRI B B
FWA Fixed Wireless Access ] 52 To e N
gNB Next generation NodeB A
GoP Group of Picture BIR2H (i3 i 2 [A])
IPSec Internet Protocol Security R 2 il
MDT Mean Down Time P51 Wit (]
MEC Mobile Edge Computing e ATIBUE SN
MIT Mobility Interruption Time F3)yh Writ [a]
mMTC Massive Machine-Type Communications | A1 3s3H 1S
MTBF Mean Time Between Failures SR 2 [] S $5) I [
MUT Mean Up Time P35 AT F S [R]
QoS Quality of Service NZ 3%
QoE Quality of Experience &2
RIST Reliable Internet Streaming Transport AT A 0 LB AN A% i B 1L
RTCP RTP Control Protocol SR A% 4 ) D X
RTP Real-time Transport Protocol S A& E
RTSP Real-Time Streaming Protocol S AR P
SLA Service Level Agreement NI&: 257
SRT Secure Reliable Transport G RN
uDT UDP-based Data Transfer FTUDP AT S 204 4%
uRLLC ultra-reliable low-latency communication | #EARIR; ZE & v] S23E {5
V2X Vehicle-to-Anything ZEREM
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2.1 W& REiaE

ITU-RE X HI5GM 375t
e R e HEAR
(eMBB)

T
-] 3D i@, UHD F&

TvERDt

Mission Critical i
A

=iet
SE: ITU R. M.[ IMT.VISION]
BRI BRENESTREE
(mMTC) (uRLLC)
Kl 2-15G=_Rll &5t
5GRHEAE I 7 K-
I EER PP RSanERE
20Gbps J.OOMbit/s
10Mbit/s/m? M“”‘"‘:_"'i“ s
i i S
(Mbps/m2)  wiia) 3 7 ey 3x
100X . -\ A ..
RRRERREE ' ' —
(km/h)
1M devices/km‘;ﬁmhu I - 500
BiETE 1ms
(devices/km 2) ZSOIRTEE

2-2 5GKEERE J1 752K

5G ToBMk& K JeH, 43 AN B :

o Wl: &R LleMBBIZFONE, MR YRR 55375, KSR A $]10ms
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LA, HESGHH 7R b FEA K WmMTCH 5
® KEW: uRLLCH SN HSZ#NZ, eMBBImit— b kR,

® M mMTCY RIS NAmRER, SMITNGEERZH, ATV IR,

TOBEZ A ARG “HRUUB2C” AU HIBRA 1P HE, B MM R REW SR At MR A R
%5, HEEMEACKIRS .

2R ToBM. 55 5% Ji r i) 3 B ] i

® LRI EANRME, EHILE

LR RN E U IE 2 S

® LA I ER Ty 5 St R v

® RIS EAFAEE SR, 1IN AREAR 2 e DX DA i

® T RBERAK

AL, IS R I B T SR RS RE R . AR ToBV 5575, R R IR
b 553755 o3 g B SR (R T LR AR HL 554708, SRJEBER 2 MBS L 5547 AT AR, 45 Y 3
R R, BB, SRR S, EATOB AR VRMY . TCRA7 . R Z M
BB IR

2.2 BEPYL
A EFF5 56 ToBMY 55 #tt B BV S5 R 56 PEAN YO AH < B B SR o
2.2.1 3GPP TR38.913

5G I £l 55 - E AR Ay

B Definition Description

DA 33 % Peak data rate Peak data rate is the highest theoretical data rate which is the

received data bits assuming error-free conditions assignable to a

2021-1-22 FOUL, 117 7
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single mobile station, when all assignable radio resources for the
corresponding link direction are utilised
AR J% %% | Peak Spectral Peak spectral efficiency is the highest theoretical data rate
x efficiency (normalised by bandwidth), which is the received data bits
assuming error-free conditions assignable to a single mobile station,
when all assignable radio resources for the corresponding link
direction are utilised
T Bandwidth Bandwidth means the maximal aggregated total system bandwidth
IR ZE | Control plane Control plane latency refers to the time to move from a battery
latency efficient state (e.g., IDLE) to start of continuous data transfer (e.g.,
ACTIVE).
The target for control plane latency should be 10ms.
PR ZE | User plane The time it takes to successfully deliver an application layer
latency packet/message from the radio protocol layer 2/3 SDU ingress point
to the radio protocol layer 2/3 SDU egress point via the radio
interface in both uplink and downlink directions.
For URLLC the target for user plane latency should be 0.5ms for
UL, and 0.5ms for DL.
For eMBB, the target for user plane latency should be 4ms for UL,
and 4ms for DL.
MNE I | Latency for For infrequent application layer small packet/message transfer, the
JE infrequent small time it takes to successfully deliver an application layer
packets packet/message from the radio protocol layer 2/3 SDU ingress point
at the mobile device to the radio protocol layer 2/3 SDU egress
point in the RAN, when the mobile device starts from its most
"battery efficient” state
B WiEr | Mobility Mobility interruption time means the shortest time duration
[] interruption time | supported by the system during which a user terminal cannot

2021-1-22 #1001, 117 01
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exchange user plane packets with any base station during
transitions.

The target for mobility interruption time should be Oms

ARG a5 | Inter-system Inter-system mobility refers to the ability to support mobility
g3 mobility between the IMT-2020 system and at least one IMT system.
A EEME Reliability Reliability can be evaluated by the success probability of

transmitting X bytes within a certain delay, which is the time it
takes to deliver a small data packet from the radio protocol layer 2/3
SDU ingress point to the radio protocol layer 2/3 SDU egress point
of the radio interface, at a certain channel quality (e.g., coverage-

edge)

ik Coverage MaxCL in uplink and downlink between device and Base Station
site (antenna connector(s)) for a data rate of 160bps, where the data
rate is observed at the egress/ingress point of the radio protocol
stack in uplink and downlink.

The target for coverage should be 164dB

%

E
i
o

Extreme The coupling loss is defined as the total long-term channel loss over
Coverage the link between the UE antenna ports and the eNodeB antenna
ports, and includes in practice antenna gains, path loss, shadowing,

body loss, etc

i fE | UE battery life UE battery life can be evaluated by the battery life of the UE
FF5an without recharge. For mMTC, UE battery life in extreme coverage
shall be based on the activity of mobile originated data transfer
consisting of 200bytes UL per day followed by 20bytes DL from

MaxCL of 164dB, assuming a stored energy capacity of 5Wh

22 fe 2L UE energy UE energy efficiency means the capability of a UE to sustain much
efficiency better mobile broadband data rate while minimizing the UE modem

energy consumption

2021-1-22 1171, 117 |
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INXMHER | Cell/Transmission | TRPx spectral efficiency NOTEL is defined as the aggregate

RUTRPxA | Point/TRPx throughput of all users (the number of correctly received bits, i.e.

P& spectral the number of bits contained in the service data units (SDUs)

efficiency delivered to Layer 3, over a certain period of time) divided by the
channel bandwidth divided by the number of TRPxs

X2 | Area traffic Avrea traffic capacity means total traffic throughput served per

= capacity geographic area (in Mbit/s/m?). This metric can be evaluated by two
different traffic models: Full buffer model and Non full buffer
model
area capacity (bps/m?) = site density (site/m?) X bandwidth (Hz)
X spectrum efficiency (bps/Hz/site)

FH ;1 K585% | User experienced | For non-full buffer traffic, user experienced data rate is the 5%-

x data rate percentile (5%) of the user throughput. User throughput (during
active time) is defined as the size of a burst divided by the time
between the arrival of the first packet of a burst and the reception of
the last packet of the burst
user experienced data rate = 5% user spectrum efficiency X
bandwidth

5% % | 5th percentile 5th percentile user spectrum efficiency means the 5% point of the

F P A3 | user spectrum cumulative distribution function (CDF) of the normalized user

x efficiency throughput. The (normalized) user throughput is defined as the
average user throughput (the number of correctly received bits by
users

s rradicy Connection Connection density refers to total number of devices fulfilling a

density target QoS per unit area (per km2), where the target QoS is to
ensure a system packet drop rate less than 1% under given packet
arrival rate | and packet size S. Packet drop rate = (Number of
packet in outage) / (number of generated packets), where a packet is
2021-1-22 %12 5, 3£ 117 it
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in outage if this packet failed to be successfully received by

destination receiver beyond packet dropping timer

sk Mobility

Mobility means the maximum user speed at which a defined QoS

can be achieved (in km/h).

Y 25 e 2 Network energy

efficiency

The capability is to minimize the RAN energy consumption while

providing a much better area traffic capacity

2.2.2 ITU-R IMT-2020

3G, AGHIARAERN G EAE DX IR AEFR 1AL A AN3GPP LT A H) . TITUX 3G/AG/SGHREAL )
) EEARBESR  IAT R, WEE RS S, EiEaRHRMAZSE. 1ITU-RAIN]
NATTRBG (IMT-2020) TLAPEREER, KECATLLAG AT LA

1o /DX A H s o e

v' NT: 20 Gbps.

v' }A4T: 10 Gbps.

2. NXUE{E I E TS AR
v FAT: 30bit/s/Hz.

v _FAT: 15bit/s/Hz.

3. RFHH S bR 0 A g 2
v' F4T: 100 Mbps.

v _L47: 50 Mbps.

4. HZ I BT O R

Test environment Downlink (bit/s/Hz) Uplink (bit/s/Hz)
Indoor Hotspot — eMBB 0.3 0.21
Dense Urban —eMBB (NOTE 1) 0.225 0.15
Rural - eMBB 0.12 0.045

NOTE 1: This requirement will be evaluated under Macro TRxP layer of Dense Urban — eMBB test
environment as described in Report ITU-R M.[IMT-2020.EVAL].

2021-1-22
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5. T

Test environment

Downlink (bit/s/Hz/TRxP)

Uplink (bit/s/Hz/TRxP)

Indoor Hotspot —eMBB 9 6.75
Dense Urban —eMBB (NOTE 1) 7.8 54
Rural —eMBB 3.3 1.6

NOTE 1: This requirement applies to Macro TRxP layer of the Dense Urban — eMBB test environment as

described in Report ITU-R M.[IMT-2020.EVAL].
6. ARSI E
v O TFATEANHA: 10 Mbit/s/m?
7. HIH SE
v' eMBB: 4ms
v" URLLC: 1ms
8. FEMIMEIN4E: 20 ms
9. BEEEEEFE: 1000 000 devices per km?
10. MZ%HERL
v BT A RO A
v\ TCHE REFEG,
11. "&EfE: 1-10°
12. #%ahit
RS

Indoor Hotspot — eMBB

Dense Urban —-eMBB

Rural - eMBB

Stationary, Pedestrian

Stationary, Pedestrian,

Vehicular (up to 30 km/h)

Pedestrian, Vehicular, High
speed vehicular

{2 T8 AR AEAL R L 551 TE B it A 2«

Test environment Normalized traffic channel Mobility (km/h)
link data rate (Bit/s/Hz)
Indoor Hotspot — eMBB 15 10
Dense Urban — eMBB 1.12 30
Rural - eMBB 0.8 120
0.45 500
2021-1-22 #1470, 117 7
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13. Fahrh i) A5l AT A AL ST & T LRI T/SRIT AR T2k e N P2 i
P TCLR TR HIE 2 PR 3l &5 5 T LN M 25 2 1] R FC AR 2 A 3 ol 75 B S
6] RAGE R 0mSs.

14. ARG S % ERE /D N100MHz. RIT/SRITR L HERIAIGHzZ i 58, LMEEHE R

fdiE (e GHzLL ) HigfT.

2.2.3 ETSI TR 103 702

5GMV S5 HRIR AR R ITE,  HONE X VRIARHR IR A RBEATETSIAEHE R . H ATAVEIE R IE
KA o

Service Indicator Indicator Requirements

Terminal Terminal resolution 2K—K
Content resolution{equivalent full-view resolution) 2K—4K(equivalent full-view: 4K—8K)
Color depth (bits) 8
Strong-interaction Coding mode H.264/H.265
Cloud VR services
Bitrate (Mbit/'s) 240
Frame rate (FPS) 50-90
FOV (degrees) 90-110
Interactive latency (ms) =100
MTP (ms) =20
Valid frame rate 100%(note)
Content full-view resolution 4K—BK
Color depth (bits) 8
Coding Mode H.264/H.265
Bitrate (Mbit/s) 240
Cloud VR Frame rate (FPS) 30
video services FOV (degrees) 90-110
Interactive latency (ms) =100
Initial buffer latency (s) =1
Stalling duration ratic 0
Pixelization duration ratio 0

2021-1-22 15
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2.2.4 5G-PPP

5G Infrastructure Public Private Partnership (5G PPP) J& Ik B2 i £ 5ERMICTAT
(ICTHiE R, HBEZEN, WSTRAE, /NN FERIAER K — 284 .

5G-MoNArch: 5G Mobile Network Architecture for diverse services, use cases, and applications

in 5G and beyond, /&5G PPPA& R — NI H .

5G-MoNArchid i 4 Tollz, BEARANGR IR LB S i FI 91 i 5 1 2 BE 58 4 2R BB B AR

H, KESCREEN M I N T T — DK . W4 DI RE HIX T A il A 457 2l 1 48 2ty ] T

SEBRRLFI e DY T SO UEANIGAIE BT S BN A AE I S v () T AT PEALE A, 5G-

MoNArch@ L AE P AT FBrz b TUH M & FEGIEHESE

o IIAT&: S T HANINAT & IUEAISmart Sea Portll i1 & F1#8 & (1) Touristic
Cityllil-F o XM MY G — B Ae st 7 IERe HARIIIAE, JERONER A TR
UE A HE .

® ISIEAIEIN: T EALEG-MoNArch F R IH R ECR Mk 2 5F R, CE X T
—AMEZE, H s AR DL SRR L2 5E P, FEARYE 2 =Pl
AT PG E T AR

5GIM 2l 55 T ZE A
bR 3 Definition Description
General KPI
XA EZ | Areatraffic A X ARG SR ERE & (Dlbps/ m2Ay$AD) o %
& (3GPP/ITU-R) | capacity FEAR ] DL PSSRV AN R O R g2 o OB R R 42
Db X AT

IS G XA SRR DR 5 S R A R
T g X,

SEIEARTERE R [RIRE, R DR 55 1
it BT REOR A, (HER VIR ER RSN, e
AR KR o A PR [0 A e B A R (R AT DAy DS R

R Mg ERRALIAR AT LR 2 DR E K R, XTI

2021-1-22 16 71, 3117 10
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WL, AR AR . RS G R R ARSI
B 24, AR N:
Avrea traffic capacity (bps/m2) = site density (site/m2) <bandwidth

(Hz) =<spectrum efficiency(bps/Hz/site)

A (3GPP/SG

PPP/NGMN/ETSI)

Availability

RG] RAIRSS RIS A R 2 OB (%) BREAHUIZERE E X
SRIR AR S5 B TR) . T AT Tl A5 A g5 FTRE R R E T . £E

RAAEOLT, EFRAL T 2 PR R 8 0 B i 3 15 R 55 S A
IS 18] ) {EL QoS KR LA 5% &5t Tl 4ie (it i 21 i iR 55 T 75 OIS 18] 75 545
SE WU KT -

L “umEl T p R RO RS RS .

TE2: WAGEE RS AT EHORHIQ0S, WA A iZIE & iRk 55 A AT
R

%% (3GPP)

Bandwidth

RGHRAT BE

NXAGRH % | Cell-edge user ANX A AR E SO~ 2 88 CCDFRI 8 AN 11 73

& (3GPP) throughput J=i
WA

B Connection AT (P TK) SR BREnT U5 7] 1% 4 a4

(3GPP/ITU-R) density EFRAE AT U7 [ 4 R FE I A2 H FRQoSHI LA, HARQoSEAN T
iR R B4 8 B B BE R A B B NST T,
ZEENTX%. EZEFRRZZET I EHREREE
BB AR, A an ik B AR ToiE I S A e
AL, T A AL T IR N BT IN 35

7 (3GPP) Coverage UEFITRXPZ [A] [ ULFIDLAH 1 e KA G4 AFE (MaxCL) [x] bps

OB A, LR TR WM SCHERR AR H N T AR W 52 3 Kt

HEEGA T L.
7 # X% (5G | Coverage area P 25 XI5 SO TS FE X I A Lk, Hohdesh Jo 2k sy
PPP) probability AT (HPEm s, SERFIIE], 404D A2 H P SRtk
%o FRE) LU LTI (QoS/QoEZ 5D » RAN
2021-1-22 17 0, 3117 1
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ARER S I N X B N X A . X T ANFESEAAIQOS /

QOEZUM MR S5, 7 o XA M 3 5 2 T AN

e g s End-to-end 5 MNIEERR B H A SR (e (], DLSEE O, FE AN

(3GPP/5G PPP) latency FRIEE BB AOE R I —ZI7E B s ThiscEl.  hRrA—
BRI (] (OTT) iR, 53— MERFEE AR (RTT) fE
iR, SRR WEHEIT 4R 3] IR I 8] AR & o AR B AL,
B FR A B N L

Be2% (3GPP/ITU- | Energy BEVR AR R R — OB %, [IRDH REAE R K.

R) efficiency

/MR ZE(3GPP) | Latency for X T A R 2N B AR, A BT B TR

infrequent small | >k HUEMITELHHUZ2/3 SDUN I 55 ¥ S 2 B8 (/78 S 524
packets UEM & “mid” JFam, RANHRITEL il E2/3 SDUH

A RORE .

FRIEHIBATING | Mean time MTBF /& & Gu/ A1 R A 2 AT (1 G138 TR W 18 AT N 1) .

[] between failures

(ETSI) (MTBF)

FEIERL ] Mean time to MTTRZ R G AT FHIAEAT Z BT S8 TP LI ] .

(ETSI) repair (MTTR)

Wsh Mobility 5E SLFIQOSHITRXP 2 5] A fi6 0 4% % i ¥ 5 K T B2 ] LA S BAN ]

(3GPP/ITU-R) S ZRSELBEAEAR (ZEIRAT)  (TEABRINT) .

T3 Wit [a] Mobility UETGVE RS e UPH 4 60, 1) 28 48 7 SR 1) B oL R 482 I )

(3GPP/5G PPP) interruption time | 7E 3 A FIAT AT TRXP.  BEKPIE F T 405 Py FIAT =R (6] 75 3
PERAR AN P AN A 38 2 TR R 5]

L [EpuEs Peak data rate e BRSPS (Dlbps A BA) , BRI ERAR )

(3GPP/5G PPP) ToESRAE R, 2R TR LB RS 5 e 1) B R T 2 L B
PR (AR RSB TR NERE, S%5E5HT
B, ORGP A S TR

WA A 25 Peak spectral WA B e A e P S FH A o 3 — k. BUm R T BE R

2021-1-22 18, 117 W
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(3GPP) efficiency B I ARB T B8, (EBUR AR RS U A ATBL T R B A 85
R o, EEERGERcE.  FiL, EWEEEREEARE
e VA B AT A s 5 e idi b 19

AR Reliability FRIMEIE B 45 7€ RGO ARE M R BRI H L

(3GPP/ITU-R/5G (%) HFRIRSS B G A R R 5 (BARUED BRLLE L

PPP/NGMN) FIE I A28 JEARSCHL

F#PE (ITU-R) Resilience FAPESE M2 E HARER A ST (il in 3= g b ) R Je
B IERIBITINREST -

b 55 SR Service UE A I Sl 5 0 55 1A 8] it F P AR B8 b AT 15 R BE S, T

(3GPP) continuity AP EBERENZE .

HANXIREAT | Spectral TRXPAT B 5% 58 SUNFT A FL P IS ik & QERECE I

BSOS (TRXP)
NPT ES

(3GPP/ITU-RD

efficiency per
cell/transmission
and reception

point (TRxP)

Puds, BUEE SR MRS Edn #.oe (SDU) A& I Liks
K, Ve RN R HRE X (R FERE
EAE R A TRXPRISCR . — N3 DXl i 3N TRXPZH ko
WERAZMAESER BT (AP IES R
Yo, MXKPINAZRENMZE R . ERXMEL T, St

i, I TE T A R O R TRxPEE .

AN MR | Spectrum and ARURE AT T ) RS MR FR5G R G T AT UL BN [F) (1) RS 1437
W ATU-RD bandwidth 5, HERAEAFRGRGE (ORFEEREHE) TIB1TRRE I
flexibility RN B8 {5 T8

2 gy B A A UE battery life G e 7t BRI AT PP AG () U E B i (445 FH 74 o

(3GPP) EE: XM TmMTC, 3GPPHeth, £ o5 fl N FUE Rt
A N TR B RS B AR B AR, BLARRER 2000
UL f5 20/ FDLAR BEA-fif BE &5 Wh,  rRCLAY
164 dB.

FH P R T AR User A RLA o Sl 2 v DX It e AR 2 o DX U B P P AR ) B Al

(3GPP/ITU-RD

experienced data

rate

AR, (HRVHIKPIN, SR AR e B g X R G

B, R AR RER . o TR e Xis, M

2021-1-22
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RIS B B R P 5 % Rt i, F kB S Sl ]
P T8 SCNEE RBRNER AR ) 3 — D B B R IIE 4%
e R e i B S — A Bt A 2 RV ]
XT e X, TP RS R B 2 S R
FE P AR 6 B R = 5.9 FH P AT 2808 XA 9
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£ 2-2 mIEMSTHESS PLC W S EEEK
MAZR | AWnEE R RIT FFZEER
TR | BN RZEL 1A PLC BEE | - 20-50ms

FARRI RIS ZORAAIS I L 2 5. 1.4 5575 .
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2.3.4 TltFc AL

TANLZAESGR H Casert () — Bk 5537 5, bR AR E] 78 SOl (e AL
Mo HSEAEE AN CaseP i, T AN LASEHERISEANY S5 2 FK, A4k
NHLHIHEA AL IS A 5537 5%

LRTRE AN EZRA KB SHRERER, FRNET A=K,

M 555 ik 5 I 3
SRR 4 P AT SIS, MTEREWIR, | 10Kbps 20~100ms
&AL HAT A

ZIAREE L IR, EERGEE, oEEEE xKbps ~ xMbps /
%, AR, VRIEGZE

U BRSNSk, B | JUERULTY | 20~100ms
SNy N N

FL AR T3 52 R P 4 EE R

MR | WH ATEER I 3T BamE 7B Vi
YR ﬁz:ijEjT 200kbps <100ms K. B
BT EE AR
25Mbps <20ms <100m BT
N3
gk I A 24 300kbps <100ms <10m
b S 20Mbps <20ms <200m wH
Y IR o A
AL % AKAAF ] A% 25Mbps <20ms <100m B, AL
EXE7 R IR
IEZS BG4 100Mbps <20ms <200m WA
HiE AKPRST 14 25Mbps <20ms <100m BT R
SKHLA R AE 100Mbps <20ms <100m J=3

T T NME L35y 55 v (2 B 8 o R

TN RATTEE WL 5KM, - B SER A 44 TR I, 35 B 8 i M 45 4R (i B 55

T AL AR LR 78 B R AT SE R

v OMRIXBUEEGRAT . % ETZ IR T 4GS TE S ANUE LIRSS (H741, 211004200
K BED oA AR L7 w5 ANAR E R B8 ORI, DRI EK 22 SRS 11 /5 AU 393 43 BT Py A6
FivS

Vo OREZWL KB BT RN AT REFESOK A, HAETTIXVEH], 4GMZE

2021-1-22 #3801, 117 71
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i BLUF, AT AN A AGHEE AT 32 RF480p =k 720pSE i MU Al 1% b 55
v PUBIRIE: BEMIL AT, WATERER RIS JESEm AL R AL R R

YiH): 5G massive MIMOSLAE M 25 7 i, T EL 4L L WRMA AT G B i TINE

mid, SEMEE AR, BB AN

2.3.5 FWA T4

FIBIRIR: FWAL BT H .

LTM

? R o \ Voice . .
- bR ¢ PSTN
EiE ( ' .
_VoiceGREtnnel e T4 —Ashe pata  REE
=5 DataGREfumRel ___ = =—- P S = 5 2 }
,,,,,,,,,,,, ) A T =S Fom
BRESE ‘AR Internet GRE tunnel cPE A E QNET ‘ ))
i -
Internet
pC . -

2-12 5G ToB FWA 2§ 2

5G ToB FWAL 23Rk 5375t (ARG H 83 2 ## / GRERFIE X 0 A ELSS) -
® \Voice: WIEF WS IPHIE. ALY
® Data: MFAX. POSHIE) %

® Internet: b ERNMEZS (RITT. A0, HBFEE)

5G ToB FWA L ZSLATEFREK :

® RS ATRIME: AREEE A T
o & FEML: i IHEMIMERE
o HUR. [LENEIEMTERE

PPN TH R oK -
1 FWAEEMEREIRRR: AXk5s, EEVERSLA GEE. MiE. Z4. ATt fRiE
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2) SRS FEFR{FI%E: Voice. Data. Internet= sil55 45 bR [

POTS Modem FAX POTS
2-13 bl 55 i U 2H Y

1355 R FSIP (Session Initiation Protocol) 4%, AR R ARTPHML.

2021-1-22
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USER1 AG1 - AG2 USER2

Caller offhook

dialtone I:;'Zl

1st digit

[

-

[Pz ]

Dialtone stopped

-
-

2nd digit
3th digit

f Y

[P oranvitesor) | o INVITE(SDP)

 D2100Trying | D2:100 Trying [[a1] -
P4 05:180 Ringing | o N9

- D4:200 OK 2] Callee offhook
E""-ij D42000K |
EE DOACK . DS:ACK

e
-

Q3
conversation
Caller onhook

-

l D1 I D1:Bye D1Bye

200 OK

[8l:

E Callee onhook

200 OK

End

B 2-14 SIP VOIPM & iR &
2.3.6 HEIHH

XFARRE SRRz, EEA R
® (A VH B A AR (B RETHL, PR ZE A D AeMBBY5S -
v XS Rt Ak +SEIRALAR R i RSN .
v R R AT REIE 7 B SR A PR I ARMIVR S TR (8 5o
® EERF|ILALEEV2] (Vehicle-to-Infrastructure) k45 :
v FERE SRS B R AT
v A RIEH A BRI LR R ARIE SRS (i, R
v B E B BRSS .
o TSR FIAHFIRSE:

2021-1-22

#
e
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Vo BRI, EREIEH ARG (TS) HAhicht (FIAniE) OEPEEED MERYE

AL KA

v EREREVE, WAEEBIInE RETH BATE e

o Wituih:

v T ERERE N T B R AR IS H R .

G

’

WS RINT
Sk 200
RN RIS TSR ARAE (1) B A 6 0 A2 A LA (R IR 55 I PT He 32 IR P P ARG P A%
Min required DR 286 50028 1) T ok 5 AT LU, AR ORS A T 52 I 4458 o
Throughput

ity £t i} 2E/E2E Delay

AR RUE SR AT I RIE IR A, DR O P #2252 6 FH P A5 1) IS FE R 3 F) i
JSZ IS [0 B 7N R TR AR 55 0 P TR TP BRI SEIR , Rl AR IR
IR (RTT) AIAE R J= B SO die A it 1), 7 st BRI T T )=

#5398 2/Volume per
Service per Day

BE AN TSR E.

¥ % ¥5/ Number of

devices

YR RS IR AR T TN e 4% BE . 7T B 55 45 7 IX I L U 55 I B

7 ILAC.

A LA 2 R 55 LL A
/Percentage of scenario

with service coverage

F H AR TSR IK F 23 LT85 RS 1037 55 v B B % RE 5 4R U 55 (1 A

b 2537 S5e0F LA P28 BRI T

Service component Min. E2E Reliability and Number of
required latency security devices or users
bit rate per km2
eMBB supporting 360-degree 50 Mbps <100ms Best effort Up to 150k
video (high throughput but not reliability and
necessarily low latency) Consumer grade
security
AR/VR-based eMBB with low 50 Mbps <10ms Best effort Up to 150k
latency (i.e., <10 ms) and high reliability and
throughput Consumer grade
security
Intelligent traffic signal control Minimum >100 ms High reliability and | 100s of road sensors
(high reliability, low throughput | connectivity high security in the port area.
MTC service)
2021-1-22 42 71, 117 1
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eMBB service supporting 4k+ 10 Mbps <100ms Best effort 10s of video
video (high throughput MTC reliability and high | surveillance points in
service, but not necessarily low security the port area
latency)
Low throughput, high density Minimum >100 ms Best effort 10s of thousands of
MTC for environmental data connectivity reliability and containers in the port
analysis or logistics Consumer grade area per day 100s of
security environmental
sensors in the port
area
eMBB — consumer portable 10 Mbps <100ms Best effort 10s of thousands per
devices (driven by video Downlink reliability and km?
applications) (DL)/Uplink Consumer grade
(UL) security
(4k video
quality
experience)
V2I — infotainment (eMBB) 10 Mbps DL <100ms Best effort 100s of vehicles per
(4k video reliability and km?
quality to at Consumer grade
least one security
passenger)
V2l — driver information service | 0.5 Mbps <100ms Best effort 100s of vehicles per
(MMTC) DL/UL reliability and km?
Consumer grade
security
Environmental monitors, waste Minimum >50 ms Best effort 100s of devices per
management and ITS (MMTC) connectivity reliability and km?
UL Consumer grade
security
Smart meters — sensor data, Minimum >50 ms Best effort 10s of thousands per
meter readings, individual connectivity reliability and km?
device consumption (MMTC) UL Consumer grade
security
Smart grid sensor data and Minimum >50 ms Best effort 10s of thousands per
actuator commands (MMTC) connectivity reliability and km?
UL Consumer grade
security
Logistics sensor data for Minimum > 50 ms Best effort Up to 10k items to
tracking goods (MMTC) connectivity reliability and track per km?

UL

Consumer grade

security

2021-1-22

4301, 117 0
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V2| — assisted driving 0.5 Mbps <100ms High reliability 100s of vehicles per
DL/UL km?

2.3.7 ITEEN S

3GPPE R A 4t 1 B2 N NFE H AR LA T B i), A XL 7 R se it WA o xf
T R R fUR A AR . R EINI0TR S CikZ&cloTidZiloT) A
RE LB B RIS [R], ISR AR IE M 4

1 fHE BN

RS ER L R B AR LR L R ZR . T Sebn EAFERE A, A
ISR A S B P RAS = AR ARG . e, 3GPPHIFFTIR H 58 T MTCHR % AT 221 JLAN )
£, IXEETHEE AT DL PR B S I R M. EAERIE, LTE@UCRK B2 DhRE R iy
ANEACRFEE, R S AR Bt 8 A< IR 9 10T N2 BT s R KB, 982D SRR I a9
ASCRFET3RAE, X RS R R e . HAbL LA 7 ZREAThRuEL T, DAt
TR % ST BILELAT B0 PR 1 BR ) ¥ S 3G PP 15 4 4k 7 2 Gi Mk g LUIR 25 3k e 2 4% 5 1%
Fo HREHTIEE 3GPPLTEMAL2F M T LTER—LEPRARE A LRI HARFHIE
eI K TE R AR L3 5 SRR A Ab

an

2) T ERCK Y I AT

KHB I AN v aofg e i R eL, OF LRI BB Tz X, EIXSEH X n] RETCVA e
My e AR 2 T EANATAT . BER A/ N R I B R A, KR
WA B I SR A JE, B R R AT T RE R T RE AN G N, PRIE, BRI 8L )
BRI E AR TRE, DB E R b A dr . X T A2 (I LPWABCRANILTE Rel-
123EAT Bl AL SIS O, BB an V105 D& W AT . AL, SGH il IHkAl AT et ¥
S B Bt A it eV R A il 4

3) it H s i Vi

V2 T E 2y 2 E B N A R B s B e R . SRS H s FE B ge 1=, HAH
2021-1-22 344 71, 3£ 117 10
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TEEGEEN T A, V2R S HRAAE BACE AT BLYT [ 48 (1Ll
B AR . m T RLBEERNET, GIanE T % b S 0045 5 Az B AE A 1100 % 7
AR BB, TR BB R A B MR H R B 2 LB, T XA BT
INEEA DTS RS RAS . WA EUF, SRl e — MR T R, B AT A
SNBSS, s RS, AR BERSE . — R R AT B VR ] B R AR S L OGN R
B RE A R T O RN AR AR . Dk, 3GPPRLE TR ALE
AL 7 2 U IMTC ¥ %, MEEERT Y e i10TH Ko (HARTERE, Eaa ViR

3 & 1@ i) 75 42 3GPP Release 12 Stage 3P 2t EA T L 1V E4IME B IS B RSZILT

4) FHEMTCH R Az

KEMCHAMTCR A HIGE A SIM. (H2, wJLLERAR, T rigat, BB E e
MR, —SEMTCRAMAEESIME. TEXFMER T, AR H T @ HSIMF
P B Sy A U AR . G, SIMR A S SHLR BRI S IIMST. 55 a4
AR EIT FFIMTCHR 5 I Zh e e B SR ARMS B 18757 C 4RI 3L T1T i i B S0
FEEHIMTCIRS, Bl EEHEE /N, AEMTCIRS & A AR (APN) 1Rt
B, SBILIMSI, AMTCIT TR AL 7R I h 2 Sng ez B i 01 51, JF Hag B i nl bLoe
SPEHIN T RVERIR . 3GPPHTAEAMTCE L — M ANHIILTE UESH]. Wi edi]
S 2 PE RE I REE PRIBIMTC R & (U 1], 00K R A IR BSMTC R (K — ROk, 188
P L [ DG o ) ) R 2 — o BRI S e B & I VT ) o SR, 1875 R S RE I MM T CHR s T -
B (UED i b I IEMTC R A, IF HIn SR B i A 4 BN IX L8 % 4R LR
%5, MURENS B X 2 B £ 1 U7 1]

[5G T5G mMTCIL4 % /- 7 3K

PIMRIN FROEE I A7 HOBCRASE B VAERT A TN . BRI =, I 58 E T i T
T VR S e X TV AR, XSS NIF, BOAZICEER, FIHIPEM Thee
DR B A AT R AL ) & A A U i . 2 T B EER TN AS, LA R
B ET), TE= R D FRARG R, 0D KRN 5 75 R Rk 1 AR
WA i) SRENI T K

Y5 KR HFEERE AR R, X2, KR vr2 Ol RS %
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HIE

ML SRR SRR, B AV, Horh— 28 O AR SRR A b A 2 b itk
77K Blhn, ERERERTT T, WBUT R DUE A e AR, R Re s A A K
AR RERR T AR RS . B RIS DAL IS AN RE NS R 2 B 52 51 3 B IR A IF AL CANTT IRk
AE BRI E], TSR T EIE AT DR A S A R EE AR ORI R T LA AL
MR BURAAT s MR T 45 4 BRSO o 0 RE B30 A A SRS RES RN 1 ] e 75 22
AERRTE S BRI S SR (B R I F 4 T BUT RO 9% M B RERR T % [ A RE B AR T A
Bt UL LRSI DURIEAT A (B, SRR AR R3AIE, BT aK
MDD o daflith, XRTRATI430 %6 H3T HL 2k .

N ALE SRS TGRSR 5 OL T, PDIBRRR AT RBA 1A R AR R K ?
JE R T T RAG L RFF BT X TR i, XA, flan, TE
PITED: T+ 2 I (a4 1 B2 . NIRRT FLIR M s 00 R 34T =Ry e
ARBAET, FEHRRXM B HE AL — LA AV ST RE ST Wi 2F
K—BEATFHMET TR 2 BAEZIH R B B ? TR, X2 H5Y)
R DO T s 140 5 KB, BIAEAT VAT 2 2 2 (W) QG ORI RE R — HLRER™ AL, SRIGAfit
IFEIERL, PIRRPRE SIS, R BRI AE20004FE 224 — . HLHRMIZE P 1 MIERHZEH
Wy CUORMHESE, Hhds, THEAED 2L I8 (Facebook, eBay, Google) fIEA
AR WM IEAE L ISR AR, FE SSRGS, 5G WIIBRIMURE 2 H KT B Lk
AL .

2.4 HHXRHEAR

2.4.1 UDP 1Y

5G5S Ry s MEELR . malEEMRELREH T, LR IITCPHMUEHT Il FE, =T UDPHIHS
WA .
SERF R EEAR ML 55 A S b D% B s

2021-1-22 46 71, 117 71
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Implementation | Advantages Disadvantages | Examples of
implementations
TCP + Fairness - May lead to HLS
+ Guaranteed buffering at MPEG-DASH
delivery receiver
- Limited
control of
latency
uDP + High throughput - Does not RTP
+ Low latency handle lost RTMP
packets
ARQ + High throughput - Latency Zixi
+ Guaranteed higher SRT
delivery within (but often RIST
window fixed) LRT

Reference: Official NAB 2019 Conference Paper: White-paper-Cloud-ingest-of-live-video-—An-

open-approach-to-RIST-SRT-and-retransmission-protocols

I PR T AR AT I, (H SR 2 B B DO AR SRR S A se B, IR AR
BN MR TR (8] ST N B S ANBEATT . PUIERIVEH . KBES RS, T
PER RS MR . K = Rzixi, Zan SR (SRT) AIal 5 1 BRI S A A% 4

(RIST) &t B &,

. ) " Nul packet
Protocol | Firewall fraversal FEC support Encryption Path protection compression
SRT | Yes,bothsides No No Yes
’ (planned) AES 128/256 (SMPTE 2022-7 planned)
RIST Yes, sender only Yes No Yes No
(both planned) SMPTE 2022-1 (planned) (bonding optional) (planned)
Yes .
. S Yes, AES 128/256 Yes SMPTE 2022-7,

X Yes, both sides cgtc;pnqeatsvgre & DTLS bonding, primary/standby Yes
2.4.1.17ixi
® RIS
® AR AR
® A BB DRI AL 41 e 4 i T

2021-1-22 947 T, 117 T
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o REFHEAEHLN:
® NERHNETIAH (CA-FEC)
o WHEIHMNERIER (ARQ) EHIKE
® UDP, HFFELZ ik bHToaE HE M LR
®  SCHFITEAT\ARME R G D 25 A% 20 (MPEG-TS (UDP, RTP) RTMPZ§)

ZixiN100% H G VEAKHEMOEMER S i Bt AR AT K LA 185 721002 [ SR A X $2 43t

10,0002 ™S MLABAE -

https://zixi.com/

2.4.1.2SRT

SRT(Secure Reliable Transport) & — K Mk 2 sl IR TR AL, 1 Haivision Systems &

PkAi. EAE UDT RGBT 17— 26y RERE M, H 2 2% 1 i 25 EO A /e 35 47 1l AR

WO Thae, "R TEDLACK P2P ML &4 .
® < ¥F: ARQ. FEC. AN

Network Transmission

Dirty Network introduces:

Source
. (e.g. Makito X Enc.) y

bps

b/w Limitations, Jitter, Delay, Packet Loss

Destination
. (e.g. Makito X Dec.)

Feedback

Variable
Bitrate

Encapsulation incl. Network Time Stamps >

AL,

4 Sender Buffet t
\I / >2x%RTT

Constant Frame Rate
E.g. a Video Frame every ~33ms

2-15 SRTHM R R =

LLLLL

Receiver

Buffer

t

!
/

Reconstructed
A Video Frame every ~33ms

\

\

=ATElN T 253 Cloud VR GamefJ 4 RE, 24 R FI%ETUDPHISRT M .

http://www.haivision.com/

2021-1-22
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2.4.1.3RIST

RIST(Reliable Internet Streaming Transport), 5 SEPRbrAE R /& VSFs RIST, #(#
TR-06. RISTH AR AN —FUB I KM N ISR . CEF30% 430 FiR

https://www.rist.tv/members

2.4.1.4UDT

UDT: UDP-basedData Transfer Protocol, #&7T-UDPIfn] SE 8 &4t . UDTE TUDPZ

o IR B ZE Pt AN Kl T SEPE AR B LA . UDT R I ) EEHE R XA 482 J2 P Ao

" [ AR S AR T 5 PR B0 YA A% AT S 20 T 5 A Bl AR A

® UDTHL, HAUDTEERIE, B~ sk,

® AT IR B h AN AR s ok Rk CREAE ) B

® ETHEBERAERIG, JFRt.

® Rk, HREF AT UDPH R IE AR

® ERFEMATUMAMAL I A PR, SRR EE ], DL AR AT
FXSHLED, WIRTTAG TR, A SEfliih . R RIE £

®  UDTEEAT B & K/ (BURAEERAN) o [l fR/NIHMSS. UDTHHEE A Sk A&k
BRI, MK G EMSS K/, MTURERARE (FE%) .

®  UDTHHZER ISR AR HI MG N &Ik, A& B am iR, fEH RS
ORI B o 2386 2 ] v A ) S0 i 56 Al T BOR R BT

2.4.1.5QUIC

QUICA=Frquick udp internet connection, “tRIEUDP HEXMZERE” , 72 google & HiHf
M udp BEAT 2 B A ARSI YL . 2015552 AC HE R AIETF, 20184EQUICHE Internet - /4
TT1%A A .

2021-1-22 4971, 117 01
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TTPr2 ! HTTP/2 API \
b 4
TLS 1.2 qQuic
TCP <.
| | [ UDP
IP

Quic MELHILE) IZ R http2+tcp+tls FrisCH w1 R AL
® H/ T TCP =XIEF K TLS EFMH,

® Ut ZESE

® EMB\KIHZEMZ R .
® EIITH.

® fiEICARLE.

2.4.2 RTSP 1Y

SE AR ML : RTSP (Real-Time Streaming Protocol) & IETFHz H (K HML, % S FIRFC
SCRYARFC2362. et — AN E UMY (TCPIPMIZE A R o BLICISIER TAE, B
SR RESAE RV, R RAE P 7E BRSO R IR 7T DL B A AR M 1R S L — Rt
P, BIAT CLXHR B HEAT B 5 4R S . SRR FIATESE £ o

PR T -

Streaming applications

rTSP B e
i

[ 1323

| s

| sor

h J
| RTP (RTCP) |
| Media transport (TCP. UDP) I

RSVP
| Network (IPv4, IPv6)

RTSPUMSUZ B S, 78T 1) LAz A SR AR, DRI AT DR 3 st AR B R0 o 3X M5
TN THTTP A & R £ Ak XH. 323 WA 2 130/ [ R IP TV 45 — M SR FH R TSP 3

Wo HETTOBIIARARAIfEL 5%, 93 ik {d FRTSPHMUAL Hi .

2021-1-22 % 50
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RTSPYH S H1 25 7 it 21 R 55 FO U K AT E IR 55 2% 20 80 7 iy RO T 7 2 o o
RTSP VAU :

ik

TP

R

EFX

DESCRIBE

C—>8

At

R B B AN R R, B R VR Bk R e F T B R iR
%X DESCRIBE F%5 & Wil S 4H il A% RTSP HI4k T B

ANNOUNCE

C—>8
S->C

Cipv

MM R AT IR SS %3 i, ANNOUNCE 4% 3R URL 1R 551 (1 8 7 B4 X6 52
R RIS IR A4, 22, ANNOUNCE SZi o8 Bk . i iAo
TINVEZR, BEANE R FER TR ORI, TAUAGE M g, E4fFRE
5 Bk

GET_PARAMET
ER

C—>8
S—>C

GET_PARAMETER % sRAS £ RUL $8 72 MR SRS EE . WA Sk
{ARE, GET_PARAMETER 317 58 FH Al FH 7 5 R 45 o 140 32 400

OPTIONS

C-—>S
S—>C

R

FIAEAE RN 2 Y OPTTONS 43K, i P 4T Rl b b e K, JFA
SN IS5 IR A

PAUSE

C-—>S

et

PAUSE 3K 51t ACE I IS hbr. 40K URL g 42 —NiAL, A BRI
CFAAT L, Wi R URL fiy 44— MEURBRAH, SURsd b i 20
AR AE T 1L . R IRREG R, AgEFF R . {£ SETUP
TH B RSN S B i 2 N BOR BT 2 e, R RSG5 T RED
PR IFRETRCRE IR, (E IR 55 a4 BRI 2 HETIT

PLAY

C—>S

2R

PLAY 75 R 5545% LA SETUP $i € FUMLHIIT 45 AR Kt s B3I 2% SETUP
SRR, 70 P 3 AR A AT PLAY 153K . PLAY 35 5045 12 4R i
IS 1) B0 B AE TR E Vi B AR n Ak, AOR TSR ELEIVEH A5 R A o
PLAY i 3R AT HERBAS, AR 554K PLAY 5§ sKHEREASY, W7 304 T

RECORD

C—>8

Cipvd

I BRSO HA YT AR B D SRS, s S I AR AN 45 R
W) B 4 S RV, P s FR S AL R DT a6 AN 45 SR 1)
INERCLRZ), SLRITTIGIES, Mess S8R URL B4l URL
SE S ALK I EE ;W 5545 B (8 URL 333K, W MZR A 201
QI , HFOERMBRESREMSEHRER AR G E K. S
DU R T B G R 55 2% i S R Bl A 30, smpte # 2UBcA
BX

REDIRECT

S->C

Al ik

T FESRIB AN P i e 30 59— R4S Astth k. e & o) Sk ik,
Fen% Pt A URL 185K Il REEHE S HGE R, LATR B 58 [ i)
AR BRI B AR R % B URL A, 78 P i A 250 24 i
J3% TEARDOWN 153K, 1fii % 48 & F B HE % SETUP 153K

SETUP

C-—>8

R

X§ URL ) SETUP 4 3K 42 72 F - T-It AR i A i Lt o 28 7 i %o 1 BB TS 11
AT —/> SETUP 13K, AU RS 4% o vr S WA fRirix
FEAS, Wi BRI 97455 Method Not Valid In This State” . N T i%
Rk, &b AR AR SR, BT IX S S RO A

SET PARAMET
ER

C—>8
S->C

A THEER B B IR B URL 7RIS HUE . RN A& B2
B, SVFE o R RIS R I iR g 2424,
T SHAT IR E, W55 3 R HZEREIE . 55 844200 fo
ST ESRERE—E, AMESESHE. R EARREm

2021-1-22
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SO SETUP fin 2 W B o 4w B AL S HUR B8 SETUP A B
K% S ER D GRS R, 45 R 2 & AR R

TEARDOWN 175 3R {5 1145 32 URL i ki%, BB, 0 URL & Bbiir
TEARDOWN C->S | B3R | URL, {FAe] RTSP iEBEAMAANTHA R BAES I EMms R ERE IR E
SCH, SETUP 435 3R DA ZBUE 7 452 1T T A% O R AT

E: C——-H /7, S----IR% A8
RTSPid it L2115 (Session) 1 77 sdtiik — M2 A A B 231 (Session) i@ i RTSP 2 7 by
{FFRTSPIISETUP 724857, SRJGRTSPE F i i) LLEIIPLAY . PAUSE. RECORD% /7

1% (Method) RA% il SEIF R RIHR I 5 AR IR . 4 AN R ZESERF IR AN %, RTSPZ

Ui 3 TEARDOWN J772:(Method) 3k 45 HUiX /> 4515 (Session) »

2.4.3 HER PN

2.4.3.1PROFINET

PROFINET 2 — MG Lok UK @ I €, 2 HPROFIBUS & PROFINET [ R4

P ti. PROFINETR I TCP/IP A B iREHE AR ISR, 2 SEif i Tk UK . H 20034

2, PROFINET/ZIEC 61158 % IEC 617845 (1) — 4> o

FR AR OSCEM 7 A — MR AR SEN Hds, @ TCP/UDPHMURK AL, — B A T-PLC
MPLCZ [R5 5 H AT 2 MR 8@ 55— M2 BRI #dls, i fitProfinet 10, T B
BRI TCP/UDP/IP,  DAVH 15 H HERZE PR SEEL, A VO % i A2 e .

Device Application Processing

I
> &
- =3
S | §
g

E g Sockets

e Interface
| ()

i (o] UDPAP

Ethernet Driver

#
5
=i
O
=
~
=
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2-16 PROFINETWpis %

Horh G0 5B 4) 9 Profinet 10T .

ARSI A S35 A4 3

15625 14, 156649 182.168.16.291 192.168.16.218 PHIO-CM 286 Read request, IODREaaREqHEadEr, Apl:Gxa, Slct:@x@/éx@, index:PDREalData, 4832 bytes
15628 1e4.157526 192.168.16.21@ 192.168.16.2@1 PHNIO-CM 618 Read response, OK, IODReadResHeader, Api:@x@, Slot:@n@/@x@, Index:PDRealData, 484 bytes,

% 2-3 Profinetif TR

WK | His IAZE B
DL RS R B il , 1588 Wil . AIEEHH slave KAL) LLDP 245 | JFHLE 4R T,
PN-PTCP | 3¢, (8% 200ms [REEYIMT, EubiARFIR . WiZEA! 0x8892, B E L | Auila]kE 200ms
7 Sync. DelayResp. Followup # DelayReq. K—IK.

FEHLES IR,
BERE R ORI, A S RA R EEe ). EEhE . A ARIR. B

LLDP M [ET B 55 K —
PR R AEE BB R TLV R4 ELEM RS . 3 0x88cec. S S

o
ON.DCP RORFEARECE D, HTFARRERIA LR E P bk 5, S5 | R AE Profinet 4%
fi B IP. MR A7 RS . R
ONIO PS Profinet [ MAYESEI R 5T, FEMERE, %k 256 4> cycle(8ms)&i% | Profinet = A%
- —W, BRAR . AFEEE, R R S SR SRR iy, KEBAYTE I
Profinet == M4
PNIO- | EMZ MRS, FE R AT, DT |
@, JERE
CM fF . -
=
2.4.3.2Z1GBEE

ZigBee M SGE N L AL A IARAE 2 . IRAEE . MR HEVESE IR, Zigbee ) 3L Aiti 2 IEEE
802.15.4. {HIEEEfUALFARMACIZ ML Z B, (K Ik Zigbeelfk #4 fi& T IEEE, X¥ 3
L5 EPMURIAPIHEAT 1 ARtk . Zigbee/@— PN MR B . (OH A L MSHA . £
MRS LIS . EH H TR ChRE, FEECT AN A% R 2 TR)AH L i SE 3

=
o

Zigbee e — {17 2 $65000/N L HUL B ALK — DT BUL L1 &, 0 REBIA
IR ZhIE (S (CDMAR EGSMI , - & Zigbee X 25 B (& LRSI B X 2% ) — Bk ok,

FEREN W LEJEREIN, EATZ AR CLBEAT AHELE A5 s 34> W45 5 st 18] A BR S ] AMFRHE 75
K, BFRIERILER, HEJLAR; 55MEAZigbee M 4 ik n] LS BUAT (L& 125 F N

W BY, TEWTFMEZ N, e % E R Zigbee i R Tt n: 752
2021-1-22 5371, 117 10
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e R B AR I 1 25 ZORMERAEERE AR, 1 EOR &AL ZORE
fEfeimrrFerhen, atkm;  WREBURDN, AMEREEOCH 7S i i el I,
Wit MBEER, HNGL, FHEBRMEER; IABIMENESLE X, HHN
PR B 4 BEAT IR B AL A KB MRS R s A FHGPSRUR 2, BARAS K i ) JRi 38 X 45K
B HhsrE MR (HAERNZ, E£O08KRAMMZIGBEE V1.0 H 5 A ME H AR
HIPM S, B AP A P RSB .

Zigbee AR HARBEE R, Tolk, XKEEAZNME, BREES, BlUkTC AR, LR
A LB R RSO A28, W, By, B IR e BEAE N k. Tk I
XTI ER ALK 2R ) Zigbee TORIIRF A ARIOAE, (REHEE (250KPS) RMA, il
MARIISM BB (2.4G) =PI T- I RER) Py it (5 7 2N(DSSS),  mifR# (64 i
) 9% 5 NISCHFAES-128 I, mytRRRE AR SErE: 35 Sz (W B A B shsh 540
(IZhee, KA T EFEREIRMLE A KRN aii, AR T Rk e L], 5 BB Zigbee M)
g rpidid B st 5 AT R, ITORIE 15 AR S i AT Sk

AR

1) fKTh#E. FEMAEHAHUENT 2 55 ST il a SR LIE6~24 H, HETE
Ko XSEZigBeeMy R AR H . MIELEL, WA RE LAEHUH . WiFin] TAEHUNE .

2) ARBA. I RIE R P O B A RIL/10) FEAR 1 X EAS S A A R, F i 4y
BT, LABOS LI BAL Sl 35S, A= THAE M 15 s 75 ZE32KBARAD, T T AE TS sisb £ 4KBAR
9, i HZigBee il LA % . MBS IMIR KL N2 £t.

3) {KHZE., ZigBee T.{EE20~250 kbpsH AR 2, 73 Hil#2 f1£250 kbps(2.4GHz). 40kbps
(915 MHz) #120kbps(868 MHz) I 4h%E it 22, i R NI FAL Fn B s 1 B F 75K .

4) TPEES. AREIEE A T10~100 m X[ R INRF RAGTIIESE, ARAI R nEI1~3
KMo K F5 (AR AT IR P B o SR e S b R TR 15 (04 77 A i Bt T LA
Bz

5) RINAE. ZigBeeffyWiSI#EEHIR, — MBI N TARRE R F15 ms 11 RN
W25 7530 ms i — 5 [ AR, MHELE, W R EE3~10s. Wik %3 s,

6) =i, ZigBeerSRAEIR. FRFINCIRMZE 2544, — A W RUE A T8, W

Z—ANENWAAEH254 AT A R EE S H BT S k2 A
2021-1-22 254 71, 3£ 117 10
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7)

8)

J565000 ™7 K

mEA. ZigBeeftfit | =R w i, B LLEVE. HHBEAEIERACL) B
1R IRV IRICE IR DL AR F i 0 2 bt (AES 128) HIX AR 4D, LR G 2 e e & g
P

PRI . R BEAL T 58 E T RHA RS (ISM) 3B, 2.4 GHz (&3K) . 915
MHz(Z[E]) F1868 MHz(Rk )

N P AR A4

FEEARE T 2% I RGRIREESH] . O B afah]. Wi E szl wat
e NI R P s et

Tov st BAIIC KA S ARSI B st e

[GRIANE - sty Ao

NI BRI G5

AR WO R 3 AE B A URAE R

Ly7: ZNSATENAME R 15 S S AR T AR 2 55

2.4.3.3S7COMM

P51 77 1IS7Comm G&E A F-S7-300. S7-400. S7-1200) , AP FEATMIML, STH
W TCP/IPSILM IS T [ [A) SR IR ISOAE T IR 55« STHMI B I ZEAETPKT A1ISO-COTP#ML
i, XAERPDU (HMXEHE A I0) REWIEId TCPALIX,

B FPLCYFE, (EPLCZIAIZC#E4E, MSCADA (WAL AT AEHE R KRGV
PLCH ks LA L2 W H B

2021-1-22 5 55

=
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S7Comm

ISO-COTP

TPKT

TCP

K 2-17 STComm i OSIAEAY

S7Comm IS A Fr =547
® Header
® Parameter

® Data

Ethernet P TCP T | 1so-cotp | s7comm |

Protocol Id PDU Reference Error code

PDU type Parameter length Error class

Data length

K 2-18 S7TComm Header4;#)

PDU type, PDURJERY, —fcf LU NA:

® 0x01: fEkiEsR (JOB, request: job with acknowledgement) , Hi75E ¥ 4% Rk K% R
(Biltn, BL5kS, BSH, RaifFibksg, WEBERE) ;

® 0x02: Tkl (ACK, acknowledgement without additional field) , %75 ¥ i faj

2021-1-22 56 U1, 3117 71
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VN

® 0x03: #fiAZidEmis. (ACK_DATA, Response: acknowledgement with additional
field) , XA BHER 2 0 S IOBHIE K ;

® 0x07: WXy e (USERDATA) , My BLE S HRMANID (HT2mfe i, 1%
IWSZL, Z4avihe, WEEE, EHERE.D .

MPDUZE R L IJOBMNIACK_DATAR, H WAITIRERY, W %.

Hex Value {I=A

0x00 CPU services CPU k%
0xf0 Setup communication AT
0x04 Read Var [SieiEl
0x05 Write Var YN
Oxla Request download TR
0x1b Download block TEk
oxlc Download ended AR
0x1d Start upload FriG b t%
Oxle Upload A%

ox1f End upload R
0x28 Pl-Service 2718 F IR %5
0x29 PLC Stop KMl PLC

3 5G ToB A SB4FES

SGEATHE KA BB . kvt 7 e VE B /NS LR AL, XRS5 X 288 1 SR WS T H it
MR SCFFZAERNEF A RIFEI, WMok 7R BRI 2K, /N Ekuk (8 ik
B R R R DL R SRR B R R SRR T SIS IR R, 5G 4R K8 & b
RV ROl e 2 R, IR, D/ ME AR BEASSC Y, SGIMIZ8 MIAS S it 2 —
ANERMIA L, JEHRAEN USRI X, 3K [ B

‘>+

3.1 WsnEfE S5

MUIBAC AT Al SN R AT O IR BT T AR R AT N 3548 + 2 Ak
(e % b 55 Vo5

2021-1-22 % 57
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311 CHRESEEE

[ ECR F4KEH]

 EERENE
EOR
£H5GE | wmser
o5 LR
AK SRR EIRSH

Pl 3-1 CJR 14K L 4 410 75 2
M 5 B A S 0 AT HeiR A6, AT A6 3 100Mbps 777, 9285 E 36 % 47
FEAE 1) FUAT100Mbps, T EL4 Kol % SR RSk SR SRR AT Pt AR
45155 P41 % 9 100Mibps.

WRFIEAHTAT DL E), 00k % LSRR AT T, DA S0 S RO RE B
B 17
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To.

Tine
22692 5.962101 108.204.32.2
22693 5.962192 160.204.32.2
22694 5.962192 16.204.32.2
22695 5.962193 10.204,32.2
22696 5.962194 108.204.32.2
22697 5.962195 10.204.32.2
22698 5.962195 10.204.32.2
22699 5.962196 10.204.32.2
22700 5.962197 10.204.32.2
22701 5.962247 16.204.32.2
22702 5.962249 10.204.32.2
22703 5.962250 108.204.32.2
22704 5.964726 10.204.32.2
22705 5.964726 10.204.32.2
22706 5.964728 10.204,32.2
22707 5.964720 108.204.32.2
22708 5.964781 10.204.32.2

Source

MR GRS Hr AT i

1:

N

w

by

¥IAM

PEG TS);

Destination

1e.
10.
10.
1e.
1e.
10.
10.
10.
10.
10.
1e.
1e.
10.
10.
1e.
1e.
1e.

114.0.49
114.0.49
114.0.49
114.0.49
114.0.49
114.0.49
114.0.49
114.0.49
114.0.49
114.0.49
114.0.49
114.0.49
114.0.49
114.0.49
114.0.49
114.0.49
114.0.49

Protocol
MPEG TS
MPEG TS
MPEG TS
MPEG TS
MPEG TS
MPEG TS
MPEG TS
MPEG TS
MPEG TS
MPEG TS
MPEG TS
MPEG TS
MPEG TS
MPEG TS
MPEG TS
MPEG TS
MPEG TS

Length Identification
1358 Ox7722 (30498)
1358 @x7723 (30499)
1358 0x7724 (30500)
1358 0x7725 (30501)
1358 @x7726 (30502)
1358 @x7727 (30503)
1358 0x7728 (30504)
1358 @x7729 (30505)
1358 @x772a (30506)
1358 @x772b (30507)
1358 @x772¢ (30508)
1358 @x772d (30509)
1358 @x772e (30510)
1358 ex772f (30511)
1358 0x7730 (30512)
1358 @x7731 (30513)
1358 @x7732 (30514)

Info

[MP2T fragment
[MP2T fragment
[MP2T fragment
[MP2T fragment
NULL packet
[MP2T fragment
[MP2T fragment
[MP2T fragment
[MP2T fragment
[MP2T fragment
[MP2T fragment
[MP2T fragment
[MP2T fragment
[MP2T fragment
NULL packet
[MP2T fragment
[MP2T fragment

AKELFR L F LA U0 6 SR R 5

R PATEIRR, 6 FTEIRR CEFLSR
s A ROCHS S T UDPHM SR 2
o T HROCK #1358 715 ¢
wiresharkiR 5l (MR EVE =Ff: MPEG TS, MPEG-I, MPEG PES(99.99%LA I 4R 3¢

25 L
(X

of a
of a
of a
of a

of a
of a
of a
of a
of a
of a
of a
of a
of a

of a
of a

reassembled packet]
reassembled packet]
reassembled packet]
reassembled packet]

reassembled packet]
reassembled packet]
reassembled packet]
reassembled packet]
reassembled packet]
reassembled packet]
reassembled packet]
reassembled packet]
reassembled packet]

reassembled packet]
reassembled packet]

AN MIRSO

5: FEA L FTEIRSCHIIPIDHR E SR (F k6553598 5 B4 N0) , FAER/HIP.IDANE

G

Ut

6: RG] BRI TR ERAR L, A B/ T-1ms (S35 a] B I 1) 2y

0.000270ms) , iX

—h

ANy

7 £ AU 11 55 45

=3

SN

® RS REIR —: AAEN BN SCIPIDIE SE(E T (8] B i 18] K

To.

W EEFTR, 227355 4R 0122736 54R 3,

S AR SC T BRI (6] 74 325ms, L% &

Tine Source Destination Frotecel Length Tdentification Infe
22731 5.967298 10.204.32.2 10.114.0.49 MPEG TS 1358 @x7749 (30537) [MP2T fragment of a reassembled packet]
22732 5.967298 10.204.32.2 10.114.0.49 MPEG TS 1358 @x774a (30538) [MP2T fragment of a reassembled packet]
22733 5.967298 10.204.32.2 10.114.0.49 MPEG TS 1358 @x774b (3@539) [MP2T fragment of a reassembled packet]
22734 5.967299 10.204.32.2 10.114.0.49 MPEG TS 1358 @x774c (30540) [MP2T fragment of a reassembled packet]
22735 5.067733 10.204.32.2 10.114.0.49  MPEG 15 1358 0x/74d (30541) [MPZT Tragment of & reassembled packet]
I 22736 6.293440 108.204.32.2 10.114.0.49 MPEG TS 1358 Ox774e (30542) [MP2T fragment of a reassembled packet]
22737 6.293446 10.204.32.2 10.114.0.49 MPEG TS 1358 ex774f (3@543) [MP2T fragment of a reassembled packet]
22738 6.293452 10.204.32.2 10.114.0.49 MPEG TS 1358 @x7750 (30544) [MP2T fragment of a reassembled packet]
22739 6.293453 10.204.32.2 10.114.0.49 MPEG TS 1358 @x7751 (3@545) [MP2T fragment of a reassembled packet]
22740 6.293454 10.204.32.2 10.114.0.49 MPEG TS 1358 @x7752 (3@546) [MP2T fragment of a reassembled packet]

IR

#{60.000270s. SUILFEIRT, XFANRSCHIIPIDF 52 4800, KM AT DLCAIX AR ST
ZIRBAMEEE, MRAIMEER, ARFSIMIGIANTIE. FERMLSHT, fFELE
B “ARBIRSCIPIDIES:, RGN [RIBCR” BRI R 3T 104, SRR ANE —— 31125,

2021-1-22
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No. |~ |Time ~ |Source v |Destinatiol v |Protoce ~ |Lengt v | IPIL ~ A 4R+k s [a] ] [ -4 | #H46H  IPIDZE A -
107278 29. 430586 10.204.32.2 10.114.0.49 MPEG TS 1308 52385 0. 459527 1
66818 18.401589 10.204.32.2 10.114.0.49 MPEG TS 1358 10390 0. 434810 1
104288 28. 353861 10.204.32.2 10.114.0.49 MPEG TS 1308 48594 0. 385808 1
189113 51. 321481 10.204.32.2 10.114.0.49 MPEG TS 1308 4904 0. 347195 1
22736 6. 29344 10. 204.32. 2 10.114.0.49 MPEG TS 1308 30542 0. 325707 1
144454 39. 285049 10. 204.32. 2 10.114.0.49 MPEG TS 1308 24850 0.313194 1
185429 50. 278367 10. 204.32.2 10.114.0.49 MPEG TS 1308 1117 0. 302819 1
147675 40. 272301 10.204.32.2 10.114.0.49 MPEG TS 1358 28627 0. 300078 1
23789  7.261629 10.204.32.2 10.114.0.49 MPEG TS 1358 34280 0. 297445 1
63386 17.205598 10.204.32.2 10.114.0.49 MPEG TS 1358 6800 0. 238225 1
106451  28.80706 10.204.32.2 10.114.0.49 MPEG TS 1358 51558 0.044192 1
205329' 55. 388888110. 204.32.2 10.114. 0. 49 MPEG TS 1358 21634 0.016707 1
122037 33. 090958 10.204.32.2 10.114.0.49 MPEG TS 1358 2443 0.013780 1
41288 11.172392 10.204.32.2 10. 114. 0. 49 MPEG TS 1358 50248 0.012393 1
146471 39.65716 10.204.32.2 10.114.0.49 MPEG TS 1308 27425 0.012128 1
208289 56. 16684 10.204.32.2 10.114.0.49 MPEG TS 1308 24592 0.011413 1
2 MM lexeclil B AEHHIOLE L, 200msst— WIS KIS . 7SR I, 2710

AR T R OCIE RR200ms A b, B OKIIA S 1 459ms. 454K

K AZIGORMEA S S B EL AR IR B R R 22—

® RIIHMTREILR . AAAEA BN [A] SAH SRR SCIPIDANESE

WA AR b 55 5 2SRy

[A]ip. addr==10. 114. 0. 49 & udp. port==5001 && ip.addr==10. 204. 32. 2 & udp. port==1280

Ho.

Tine

Source

Destination

Protocol

Length Identification

23291 6.302543 10.204.32.2 10.114.0.49 MPEG TS 1358 @x7a3c (31292)
23292 6.302544 19.204.32.2 10.114.0.49 MPEG TS 1358 @x7a3d (31293)
23293 6.302545 10.204.32.2 10.114.0.49 MPEG TS 1358 ©x7a3e (31294)
23294 6.302546 10.204.32.2 10.114.0.49 MPEG TS 1358 ex7a3f (31295)
23295 6.302547 10.204.32.2 10.114.0.49 MPEG TS 1358 @x7a40 (31296)
‘ 23296 6.309228 10.204.32.2 10.114.0.49 MPEG TS 1358 @x7c2d (31789J
23297 6.30923@ 10.204.32.2 10.114.0.49 MPEG TS 1358 @x7c2e (31790)
23298 6.309768 19.204.32.2 10.114.0.49 MPEG TS 1358 @x7c2f (31791)
23299 6.312540 19.204.32.2 10.114.0.49 MPEG TS 1358 @x7c30 (31792)
23300 6.312541 10.204.32.2 10.114.0.49 MPEG TS 1358 @x7¢31 (31793)

wn EE TR, 232955 30123296541 3,

Infe

[MP2T fragment
[MP2T fragment
[MP2T fragment
[MP2T fragment
NULL packet
[MP2T fragment
[MP2T fragment
[MP2T fragment
[MP2T fragment
[MP2T fragment

of
of
of
of

of
of
of
of
of

oo oL oW

a
a
a
a
a

reassembled
reassembled
reassembled
reassembled

reassembled
reassembled
reassembled
reassembled
reassembled

packet]
packet]
packet]
packet]

packet]
packet]
packet]
packet]
packet]

XA SC R I (R 29 6. 7ms,  IPID/F 5 /2%

493, SIS, XA ROCHT S HAR SR e S JOR P IE 1, Frs 2 E L. fERA
W5, AFLEIPIDY 5 ANELEI T 3E1H354L,  tEAb A — 5125,

1 No. |~ |Time ~ |Sou
23108 23296  6.309228 10
23201 | 104923 28.365712 10
26129 | 144976 39.295332 10
26314 | 108172 29. 447863 10
26332 67907 18.413642 10
26460 63905 17.214972 10
26499 26506 7.277012 10
63697 | 104715 28. 362026 10
63882 67913 18.413785 10
67882 | 189942  51. 33354 10.
67888 26321 7.27199 10.

rce

. 204.
. 204.
. 204.
. 204.
. 204.
. 204.
. 204.
. 204.
. 204.
204.
204.

| ST T oS- T oL I G R o B o B I s I e I o ]

~|Destinatio v |Protocc v |Lengt - | IPID ~ | A4 4F 2o i) (A [A] [ - | A1 464 L IPIDZE T
0. 006681

10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.

114.
114.
114.
114.
114.
114.
114.
114.
114.
114.
114.

0. 49
49
49
49
49
49
49
49
49
49
49

PeEEPRPEPRPERERPERER

MPEG
MPEG
MPEG
MPEG
MPEG
MPEG
MPEG
MPEG
MPEG
MPEG
MPEG

TS 1358 31789
TS 1358 50032
TS 1358 25806
TS 1358 54122
TS 1358 11995
TS 1358 7679
TS 1358 35472
TS 1358 49269
TS 1358 12247
TS 1358 6255
TS 1358 35015

0. 000001 |

0. 003733

coeoooo oo

. 000001
. 000000
003116
003416
002518
000001
. 000000
. 002838

493
362
333
323
317
283
268
249
247
221
201

RN FHexecHE A Gt A5 R, AHATRSCIPIDZE B 5K I 493, /o2 HIAH 4Bk
SCAPIDANESE IR SC,  HAR SOz 8] TR i (8] o W A, K6, 7ms, B/ Jy0ms.
® %L P I SE S BT

2021-1-22
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No. Time Source Destination Protocol Length GTPJZIPID WM EIPID No. Time M EIPID flg UGWA% 3 I SiE

66045 5.807495 10.204.32.1 10.114.0.49  GTP <MPEG TS> 1394 58801 29334 66067 5.807922 29334 0 0. 000427
66046 5.807496 10.204.32.1 10.114.0.49  GTP <MPEG TS» 1394 58802 29335 66068 5.807922 29335 0 0. 000426
66047 5.807604 10.204.32.1 10.114.0.49  GTP <MPEG TS> 1394 58893 29336 66069 5.807923 29336 0 0. 000319
66048 5.807604 10.204.32.1 10.114.0.49  GTP <MPEG TS> 1394 58894 29337 66070 5.807923 29337 0 0. 000319
66049 5.807605 10.204.32.1 10.114.0.49  GTP <MPEG TS> 1394 58895 29338 66071 5.807923 29338 0 0. 000318
66050 5.807605 10.204.32.1 10.114.0.49  GTP <MPEG TS> 1394 58896 29339 66072 5.807924 29339 0 0.000319
66051 5.807605 10.204.32.1 10.114.0.49  GTP <MPEG TS> 1394 58807 29340 66073 5.807924 29340 0 0.000319
66052 5.807606 10.204.32.1 10.114.0.49  GTP <MPEG TS> 1394 58898 29341 66074 5.807924 29341 0 0. 000318
66053 5.807606 10.204.32.1 10.114.0.49  GTP <MPEG TS> 1394 58899 29342 66075 5.809895 29342 0 0. 002289
66054 5.807607 10.204.32.1 10.114.0.49  GTP <MPEG TS> 1394 58900 29343 66076 5.809896 29343 0 0. 002289
66055 5. 807607 10.204.32.1 10.114.0.49 __ GTP_<MPEG TS> 1394 58901 29344 66078 5. 809896 29344 0 0. 002289
66056 5.807607 10.204.32.1 10.114.0.49  GTP <MPEG TS> 1394 58902 29345 67231 6.015565 29345 0 0. 207958
66077 5 800896 10.204.32.1 10.114.0.40 _ GIP QMPEG 15> T304 58003 70346 67232 6. 015565 50346 0 0. 205669
66070 5.800897 10.204.32.1 10.114.0.49  GTP <MPEG TS> 1394 58004 29347 67233 6.015565 29347 0 0. 205668
66080 5.809897 10.204.32.1 10.114.0.49  GTP <MPEG TS> 1394 58905 29348 67234 6.015676 29348 0 0. 205779
66081 5.809897 10.204.32.1 10.114.0.49  GTP <MPEG TS» 1394 58906 29349 67235 6. 015676 29349 0 0. 205779
66082 5.809898 10.204.32.1 10.114.0.49  GTP <MPEG TS> 1394 58907 29350 67236 6.015677 29350 0 0. 205779
66083 5.809992 10.204.32.1 10.114.0.49  GTP <MPEG TS> 1394 58908 29351 67237 6.015677 29351 0 0. 205685
66084 5.800992 10.204.32.1 10.114.0.49  GTP <MPEG TS> 1394 58909 29352 67238 6.015677 29352 0 0. 205685
66085 5.800993 10.204.32.1 10.114.0.49  GTP <MPEG TS> 1394 58910 29353 67239 6.015677 29353 0 0. 205684
66086 5.809993 10.204.32.1 10.114.0.49  GIP <MPEG TS» 1394 58911 29354 67240 6. 015677 29354 0 0. 205684
66087 5.809993 10.204.32.1 10.114.0.49  GTP <MPEG TS» 1394 58912 29355 67241 6.015678 29355 0 0. 205685
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Up Stream
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SRR -)))) 4

=
Mobile
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3-2 KJR) AT B 2H M 7 = 1B
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M\ RE S ik 1 15
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A A A
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Camera

n sp_m1 [l sp_mM2

Decoder

SETUP

200 OK

PLAY

200 OK

RTP Data

RTCP RR
RTCP SR

RTP Data

PAUSE

200 OK

TEARDOWN

200 OK

& 3-4 RTSPHLAELHH St fE

RTSP/&3E T TCPHMLH:

6..72.
6..72.
6..72.
6..72.
6..72.
6..72.
6..72.
6..72.
6..72.
6..72.
6.. 72.
6..72.
6..72.

MU S oL R (K 2 1O -

270000
270000
271000
272000
272000
275000
275000
281000
291000
291000
292000
293000
298000

1.
1e.
1e.
1e.
1e.
1e.
1e.
1e.
1e.
1e.
1e.
1e.
1e.

79.
79,
92.
92.
79.
92.
79.
92.
92.
79.
92.
92.
79.

215.139
215.139
63.253
63.253
215.139
63.253
215.139
63.253
63.253
215.139
63.253
63.253
215.139

10.92.
10.92.
10.79.
10.79.
10.92.
10.79.
10.92.
10.79.
10.79.
10.92.
10.79.
10.79.
10.92.

63.253
63.253
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215.139
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215.139
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215.139
215.139
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215.139
215.139
63.253

TCP 54
RTSP 223
TCP 54
RTSP 153
RTSP 243
RTSP/SDP 694
RTSP 283
TCP 54
RTSP 188
RTSP 256
TCP 54
RTSP 154
TCP 54

U

55820 -» 554 [ACK] Seq=1 Ack=1 Win=131584 Len=0

OPTIONS rtsp://10.203.255.253:554/LiveMedia/ch1l/Medial RTSP/1.0
554 » 55820 [ACK] Seq=1 Ack=170 Win=30336 Len=0@

Reply: RTSP/1.0 200 OK

DESCRIBE rtsp://10.203.255.253:554/LiveMedia/chl/Medial RTSP/1.0
Reply: RTSP/1.8 200 OK

SETUP rtsp://10.203.255.253:554/LiveMedia/chl/Medial/trackID=1 RTSP/1.8@
554 » 55820 [ACK] Seq=740 Ack=594 Win=32512 Len=@

Reply: RTSP/1.8 208 OK

PLAY rtsp://10.203.255.253:554/LiveMedia/ch1l/Medial RTSP/1.0

554 » 55820 [ACK] Seq=874 Ack=796 Win=33536 Len=0

Reply: RTSP/1.0 200 OK

55820 » 554 [ACK] Seq=796 Ack=974 Win=13056@ Len=@

| N
i

{'ﬁlulu "”“\‘ H“ '”

IP_E A7 f& 5 1) % 9 3~4Mbps..
WO 1O 43 #7 «
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‘ . JJJqu .' BERIRN N NI TR rR AR T B A IE A 1L WA TROY

1 1 1 1 1 1
140. 8 141.2 1416 142 1424 142. 8 1432 14368

STE (&)

I KN SRR Ay H R P B A, M2K~4K, F%2~16Mbps, J I ja] b 3a Bl K40y
500kbits~14Mbits. 7EIMIAIERS, #7596 RE K, PAMITE4Oms A Kk 5eEE, AN —i

SR AR, FOR 72 7 SRV P T 6 J912.5~350Mbps. T DA 31 8 45 5 Sk P 2
S B AR B T
Iy HEE | Mbps |1 Wik /N-H265/Mbits| 177 56 Mbps | WL
4k 4 3.4 34 8.5
4k 8 10. 1 101 12.6
4k 16 14.1 141 8.8
2.5k 2 2.2 22 11
2.5k 4 4.2 42 10.5
2.5k 8 7.6 76 9.5
2k 2 1.1 11 5.5
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BRI TE R R e R a, X T 2SSk, TR IR A . R kA
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(2)Encode Delay (UL Transfer Delay (@Decode & Buffer Dm (©Refresh Delay <
A 50ms 25ms 220ms 0~16ms
(DSampling Delay STP (Shooting to Photon) Delay= @ + @ + @) + @ + (& = 295~351ms

1/FPS = 0~40ms

PFHRTT20ms i 47, HAZAR /KA KRTTAF 4R

FEIRET MIXT 1 192, 168. 2. 142:5564 —~ 192. 168. 2. 103: 37803

tep_port STE0S_cvt. peap

Romnd Trip Tine (as)

A PASCHF IR R -

o [iTTHyER

® TR

® [ITHARIEINIRE
® LiFRTT

® /TRTTZ LA

e [IFRTTHI3)

32 XEXWZITA
3.2.1 PLC-PNIO
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Wireshark 10 EA%%: PLC_EFLHiHN £0-100 1 mshi G- § 05 f3 H0 54N, pcapng
0 5 10 20 324\EHA

Tackets/ 10
.

1 L L L | s L
75 %0 108 120 135 150 165

@ (8
00:00:65:45:00:09" ix not # valid hstneme or IPvd address. [ORREESE (122.50). %L‘IU D P%%‘l%
Enabled Graph Name  Display Filter Color Style ¥ Axis ¥ Field SMA Period
A58 ethsrc == 00:60:65:49:0c:09 | | Line Packets None

T None

Packets

349 2019-09-24 10:33:03.333644 s 3 0C:09 6 0 : PNIO_PS
350 2019-09-24 10:33:03.335951 16ms ac: 64 17:60:25:24 00:60:65: 49 oc:.. PNIO_PS
351 2019-09-24 10:33:03.349568 00:60:65:49:0c:09 ac:64:17:60:2 PNIO_PS
352 2019-09-24 10:33:03.351960 }2 o 16ms ac:64:17:60:25:24 00:60:65:49:0¢C:.. PNIO_PS
353 2019-09-24 10:33:03.36557@ }2 00:60:65:49:0¢:09 ac:64:17:60:25:.. PNIO_PS
354 2019-09-24 10:33:03.367960 ac:64:17:60:25:24 00:60:65:49:0¢C:... PNIO PS

W] LA B R AEAT 9 -

® 16msH NI/ HATN: HI A RAE2ms it . A R/60T

o LITRRANBMERATN: BRKIETELIRG & . BA/N5007 1.

No. Time Source F Desti Source Destination TCP Segment Len Protocol

Frame 6: 496 bytes on wire (3968 bits), 496 bytes captured (3968 bits) on interface ©
Ethernet II, Src: ©0:60:65:49:0c:09, Dst: ac:64:17:60:25:24
Internet Protocol Version 4, Src: 10.27.56.10, Dst: 10.27.56.18
User Datagram Protocol, Src Port: 49152, Dst Port: 34964
Distributed Computing Environment / Remote Procedure Call (DCE/RPC) Request, Seq: @, Serial: @, Frag: @, FraglLen: 374
[PROFINET 10 (Device)l. [Connect]
Distributed Computing Environment / Remote Procedure Call (DCE/RPC) Request, Seq: ©, Serial: @, Frag: @, FraglLen: 374
Version: 4
Packet type: Request (@)
> Flagsl: ox28, Idempotent, No Fack
> Flags2: ox00
> Data Representation: 10000@ (Order: Little-endian, Char: ASCII, Float: IEEE)
Serial High: ©xee
|Object UUID: deaOOBBG-6C97-11d1-8271-096401810623]
Interface: PNIO (Device Interface) UUID: dea@@@@l-6c97-11d1-8271-00a02442df7d
Activity: 178a6fd0-2b00-1001-804f-006065490c09
Server boot time: Unknown (©)

Cvvvvvy

Interface Ver: 1 v PROFINET I0 (Device), Connect
. Operation: Connect (@)
Sequence num; ©) ArgsMaximum: 4176
Opnum: © ArgsLength: 354 (@x00000162)
Interface Hint: Oxffff > Array: Max: 4176, Offset: @, Size: 354
o 2 > ABlockRea: 10 Controller AR, Session:79, MAC!60:60:65:49:0c:09, Port:0x8892, Station:controller
Activity Hint: oxffff > [ATaracRBToCkReq: Alarm CR,]LT:0x8892, TFactor:1, Retries:3, Ref:@xe, Len:200 Tag:0xcoo0/0xa000
Fragment len: 374  TOCRETockRea: Twput CF, Ref0x9f, Len:40, FramelD:0x8000, Clock:32, Ratio:16, Phase:l APIs:l
> I0CRBlockReq: Output CR, Ref:0xae, Len:d, Fromain: exffff, Clock:32, Ratio:16, Phase:l APIs:1
Fragment num: © > APIs:1,
Auth proto: None (@) > L ContrMAC ContrAlRef:0x@ DevMAC:ac:64:17:60:25:24 DevAlRef:@x101 InCR:0x8000 OutCRe0x818¢

Serial Low: @x@@
> Complete stub data (374 bytes)
> PROFINET IO (Device), Connect

® MPNIOHMXPRILAFER], A&ID (UUID) FE, AHEIERELR

(AlarmCRBIlockReq)

JRZESFAT o
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n2s |
. 0 5 10 20 30 40 50 614N EHE
S o8
E
2 os
0.25
° 1 - I L I
7 7.2 7.4 7.6 7.8 s sz
a8
ABREAM (7. 1850).
Enabled Graph Name  Display Filter Color Style Y Axis Y Field SMA Period
] FESE eth.src==ac:64:17:60:25:24 B Line Packets None
T eth.dst==ac64:17:6075-24 ] Line Packets None
M= 700100 & cth addr—acioai1 AUZE 1
Yo Tine Source £ 1 . Destination  Infe TCP Seement Len Protocol Lenath The RIT to AC
1 2019-09-19 12:16:04.081452 } 5ms RTC1, PNIO 6o
2 2019-09-19 12:16:04.086133 16ms . RTC1, PNIO 60
3 2019-09-19 12:16:94.397256} o .« RTC1, PNIO 60
4 2019-09-19 12:16:04.102131 Sms 16ms RTC1, PNIO 60
5 2019-09-19 12:16:04.113259 } RTC1, PNIO 60
6 2019-09-19 12:16:04.128131 4 OMS RTC1, PNIO )
7 2019-09-19 12:16:04.129265 :6.. RTC1, PNIO 6@
8 2019-09-19 12:16:04.134130 4.. RTC1, PNIO 60
9 2019-09-19 12:16:04.145259 :6.. RTC1, PNIO 60
10 2019-09-19 12:16:04.150131 :4.. RTC1, PNIO 60

Frame 6: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface ©

> Ethernet II, Src: ac:64:17:60:25:24, Dst: ©0:60:65:49:0c:09

~ PROFINET cyclic Real-Time, RTC1, ID:0x800@, Len: 4@, Cycle: 9216 (Valid,Primary,Ok,Run)

FrameID: Ox8000 (Ox8000-OxBBFF: Real-Time(class=1 unicast): non redundant, normal)

CycleCounter: 9216

> Datastatus: ©x35 (Frame: Valid and Primary, Provider: Ok and Run)
Transferstatus: ©xee (OK)

PROFINET IO Cyclic Service Data Unit: 4@ bytes

® 1] LUE AT HLINAE M\ 2mstE inF|5ms, I IEAR KA T,

3.2.2 PLC-S7TCOMM

X I T ] X e 2 i) S B R AR AT 9

5GH#

% 3-1 TERX PLC A &EEEKR

USR58 LimAE WHRR | HIEFR

. 1. AR L3 1A PLC 5tk
oyl - 30-40ms
2. 5 MMRE

1. g4 ST PUEEACRT T AN A
KRR IR AR L PRRG)

2. 1AM RE

PLCAT AL 7 -
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KHPI]TFSTCOMMIMX:

Ko, Tine Source Destination Protocol ROSCTR Function The RTT  Length Info
r 1 ©.000000 192.168.2.171 192.168.2.172 GTP <TCP> 158 49175 » 102 [ACK] Seq=1 Ack=1 Win=4096 Len=0

3 ©.124565 192.168.2.171 192.168.2.172 GTP <S7COMM>  Job Read Var 183 ROSCTR: [Job ] Function: [Read Var]

4 9.139485 192.168.2.172 192.168.2.171 GTP <S7COMM>  Ack_Data Read Var 0.014.. 183 ROSCTR: [Ack_Data]

5 ©.185111 192.168.2.171 192.168.2.172 GTP <TCP> 9.045.. 158 49175 » 102 [ACK] Seq=32 Ack=32 Win=4896 Len=0

7 ©.224752 192.168.2.171 192.168.2.172 GTP <S7COMM>  Job Write Var 188 ROSCTR: [Job ] Function:[Write Var]

8 ©.239524 192.168.2.172 192.168.2.171 GTP <S7COMM>  Ack_Data Write Var 0.014. 174 ROSCTR: [Ack_Data] Write Var]

9 ©.294481 192.168.2.171 192.168.2.172 GTP <TCP> 0.054.. 158 49175 » 102 [ACK] Seq=68 Ack=54 Win=4096 Len=0
11 9.324987 192.168.2.171 192.168.2.172 GTP <S7COMM>  Job Read Var 183 ROSCTR: [Job ] Function:[Read Var]
12 ©.339458 192.168.2.172 192.168.2.171 GTP <S7COMM>  Ack_Data Read Var 9.014.. 183 ROSCTR: [Ack_Data] Function:[Read Var]
13 o.39%ee3e 192.168.2.171 192.168.2.172 GTP <TCP> 0.050.. 158 49175 » 182 [ACK] Seq=99 Ack=85 Win=4096 Len=0
15 ©.524502 192.168.2.171 192.168.2.172 GTP <S7COMM>  Job Read Var 183 ROSCTR: [Job ] Function:[Read Var]
16 ©.539456 192.168.2.172 192.168.2.171 GTP <S7COMM>  Ack_Data Read Var 0.014.. 183 ROSCTR: [Ack_Data] Function:[Read Var]
17 ©.590105 192.168.2.171 192.168.2.172 GTP <TCP> ©.050.. 158 49175 > 102 [ACK] Seq=13@ Ack=116 Win=4096 Len=@
19 ©0.625062 192.168.2.171 192.168.2.172 GTP <S7COMM>  Job Write Var 188 ROSCTR: [Job ] Function: [Write Var]
20 ©0.644432 192.168.2.172 192.168.2.171 GTP <S7COMM>  Ack_Data Write Var ©.019.. 174 ROSCTR: [Ack_Data] Function:[Write Var]
21 9.694476 192.168.2.171 192.168.2.172 GTP <TCP> 0.850.. 158 49175 » 102 [ACK] Seq=166 Ack=138 Win=4096 Len=0
23 9.734467 192.168.2.171 192.168.2.172 GTP <S7COMM>  Job Read Var 183 ROSCTR: [Job ] Function:[Read Var]
24 ©.749436 192.168.2.172 192.168.2.171 GTP <S7COMM>  Ack_Data Read Var 0.e14.. 183 ROSCTR: [Ack_Data] Function:[Read Var]
25 ©.785008 192.168.2.171 192.168.2.172 GTP <TCP> 0.035.. 158 49175 » 182 [ACK] Seq=197 Ack=169 Win=4096 Len=0
27 ©.924492 192.168.2.171 192.168.2.172 GTP <S7COMM>  Job Read Var 183 ROSCTR: [Job ] Function:[Read Var]

e. 2 2.

28 939445 192.168.2.172 192.168.2.171 GTP <S7COMM>  Ack_Data Read Var 0.014.. 183 ROSCTR: [Ack_Data] Function:[Read Var]
PPP Bridging Control Protocol Bridged PDU

Ethernet II, Src: Siemens_56:b5:31 (28:63:36:56:b5:31), Dst: SiemensI_84:ac:dl (e@:dc:a@:84:ac:dl)

Internet Protocol Version 4, Src: 192.168.2.171, Dst: 192.168.2.172

Transmission Control Protocol, Src Port: 49175, Dst Port: 102, Seq: 1, Ack: 1, Len: 31

TPKT, Version: 3, Length: 31

ISO 8@73/X.224 COTP Connection-Oriented Transport Protocol

S7 Communication

HARIOKI N T

12000 -

d m‘ ‘\,l| “1“)"\‘ \H\M I \“ \\\I‘H‘Ng I ““ \] “\ ‘l

10000 I '

8000

Bits/1#)

6000 [~

4000 -

2000

0 80 160 240 320 400 480
Bfig (7))

Read VarftJ ZhREH U T -
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No. ETime BSouIce EDestination E‘Protocol E‘ROSCTR EFunction Lengt‘z‘ Info E
3 0.124565 192. 168. 2. 171 192, 168. 2. 172 GTP <STCOMM> Job Read Var 183 ROSCTR: [Job 1 Function: [Read Var]

5 0.139485 192. 168. 2. 172 192.168. 2. 171 GTP <STCOMM> Ack_Data Read Var 183 ROSCTR: [Ack_Datal Function:[Read Var]
15 0.324987 192. 168. 2. 171 192. 168. 2. 172 GTP <S7TCOMM> Job Read Var 183 ROSCTR: [Job ] Function: [Read Var]
17 0.339458 192, 168. 2. 172 192, 168. 2. 171 GTP <STCOMM> Ack_Data Read Var 183 ROSCTR: [Ack_Datal Function:[Read Var]
21 0.524502 192. 168. 2. 171 192.168.2.172 GTP <STCOMM> Job Read Var 183 ROSCTR: [Job 1 Function: [Read Var]
23 0.539456 192. 168. 2. 172 192. 168. 2. 171 GTP <STCOMM> Ack Data Read Var 183 ROSCTR: [Ack_Data] Function:[Read Var]
33 0.734467 192. 168. 2. 171 192, 168. 2. 172 GTP <STCOMM> Job Read Var 183 ROSCTR: [Job 1 Function: [Read Var]
35 0.749436 192. 168. 2. 172 192.168. 2. 171 GTP <STCOMM> Ack_Data Read Var 183 ROSCTR: [Ack_Datal] Function:[Read Var]
39 0.924492 192. 168. 2. 171 192. 168. 2. 172 GTP <S7TCOMM> Job Read Var 183 ROSCTR: [Job ] Function: [Read Var]
41 0.939445 192. 168. 2. 172 192, 168. 2. 171 GTP <STCOMM> Ack_Data Read Var 183 ROSCTR: [Ack_Data] Function:[Read Var]
51 1.1299 192.168.2.171 192.168.2.172 GTP <STCOMM> Job Read Var 183 ROSCTR: [Job 1 Function: [Read Var]
53 1.14445 192. 168. 2. 172 192. 168. 2. 171 GTP <STCOMM> Ack Data Read Var 183 ROSCTR: [Ack_Data] Function:[Read Var]
57 1.325067 192. 168. 2. 171 192, 168. 2. 172 GTP <S7TCOMM> Job Read Var 183 ROSCTR: [Job ] Function:[Read Var]
59 1.339404 192, 168. 2. 172 192.168.2. 171 GTP <STCOMM> Ack_Data Read Var 183 ROSCTR: [Ack_Datal] Function:[Read Var]
69 1.524465 192. 168. 2. 171 192. 168. 2. 172 \GTP <STCOMM> Job Read Var 183 ROSCTR: [Job ] Function: [Read Var]
71 1.539424 192. 168. 2. 172 192, 168. 2. 171 GTP <STCOMM> Ack Data Read Var 183 ROSCTR: [Ack_Data] Function:[Read Var]
75 1.7299538 192. 168. 2. 171 192.168.2.172 GTP <STCOMM> Job Read Var 183 ROSCTR: [Job 1 Function: [Read Var]
77 1.744479 192. 168. 2. 172 192. 168. 2. 171 GTP <STCOMM> Ack Data Read Var 183 ROSCTR: [Ack_Data] Function:[Read Var]
87 1.930045 192. 168. 2. 171 192, 168. 2. 172 GTP <STCOMM> Job Read Var 183 ROSCTR: [Job ] Function: [Read Var]
89 1.944422 192, 168. 2. 172 192.168. 2. 171 GTP <STCOMM> Ack_Data Read Var 183 ROSCTR: [Ack_Datal] Function:[Read Var]
93 2. 130011 192. 168. 2. 171 192.168. 2. 172 GTP <STCOMM> Job Read Var 183 ROSCTR: [Job 1 Function: [Read Var]
95 2. 144431 192. 168. 2. 172 192, 168. 2. 171 GTP <STCOMM> Ack Data Read Var 183 ROSCTR: [Ack_Data] Function:[Read Var]
105 2.335203 192. 168. 2. 171 192.168.2.172 GTP <STCOMM> Job Read Var 183 ROSCTR: [Job 1 Function: [Read Var]
107 2.34943 192. 168.2.172 192.168. 2. 171 GTP <STCOMM> Ack Data Read Var 183 ROSCTR: [Ack_Datal Function:[Read Var]
111 2. 529973 192, 168. 2. 171 192, 168. 2. 172 GTP <STCOMM> Job Read Var 183 ROSCTR: [Job ] Function: [Read Var]
113 2. 544406 192, 168. 2. 172 192.168. 2. 171 GTP <STCOMM> Ack_Data Read Var 183 ROSCTR: [Ack_Datal] Function:[Read Var]
123 2.724898 192. 168. 2. 171 192.168.2.172 GTP <STCOMM> Job Read Var 183 ROSCTR: [Job 1 Function: [Read Var]
12512, 744419 192, 168. 2. 172 192, 168. 2. 171 GTP <STCOMM> Ack Data Read Var 183 ROSCTR: [Ack_Data] Function:[Read Var]

AL “UESR->WINL” [ 1 EI R 9 200ms; - .

INTERVAL

0.25

o]
o
D.2 mOoowmooqﬁ)dpooo%omo:%ooooq, @ dbomom@o@ﬁmoo&Oo&oyoo‘ﬁoz%o%

R SR I 15 B 4 PP 35 AB R L5ms 7e A7 o 43 BB A 45 o =TT 38 B0
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Wright VarffJ gL R

No. |z|
9
11
27
29
45
47
63
63
81
83
99

101

117

119

135

137

153

155

171

173

189

191

207

209

225

227

243

245

261

Time ESDUICE
224752 192.
239524 192.
625062 192.
644432 192.
029947 192.
049974 192.
424476 192.
439474 192.
824552 192.
839426 192.
234961 192.
249934 192.
630164 192.
644408 192.
029892 192.

WM MR e e SO0 2
e e e e e e e

—
o
o

3.0444 192. 168.
3.42494 192. 168.

444448
830155
844442
239556
254412 192.
634541 192.
649694 192.
024919 192.
049388 192.
425033 192.
439461 192.
834822 192.

192.
192,
192.
192.

CTE OO e W W W

68.
68.
68.
68.
68.
68.
68.
68.
68.
68.
68.
68.
68.
68.

171
172
171
172
171
172
171
172
171
172
171
172
171
172
171
172
171
172
171
172
171
172
171
172
171
172
171
172
171

RESPONSE DELAY

[~|Protocol [+|ROSCTR

EDestinatiDn
192. 168. 2. 172 GTP
192. 168. 2. 171 GTP
192. 168. 2. 172 GTP
192. 168. 2. 171 GTP
192. 168. 2. 172 GTP
192. 168. 2. 171 GTP
192. 168. 2. 172 GTP
192. 168. 2. 171 GTP
192. 168. 2. 172 GTP
192. 168. 2. 171 GTP
192. 168. 2. 172 GTP
192. 168. 2. 171 GTP
192. 168. 2. 172 IGTP
192. 168. 2. 171 GTP
192. 168. 2. 172 GTP
192. 168. 2. 171 GTP
192. 168. 2. 172 GTP
192. 168.2. 171 GTP
192. 168.2.172 GIP
192. 168.2. 171 GTP
192. 168. 2. 172 GTP
192. 168. 2. 171 GTP
192. 168. 2. 172 GTP
192. 168. 2. 171 GTP
192. 168. 2. 172 GTP
192. 168. 2. 171 GTP
192. 168. 2. 172 GTP
192. 168. 2. 171 GTP
192. 168. 2. 172 GTP

<STCOMM> Job
<STCOMM> Ack_Data
<STCOMM> Job
<STCOMM> Ack_Data
<STCOMM> Job
<STCOMM> Ack_Data
<STCOMM> Job
<STCOMM> Ack_Data
<STCOMM> Job
<STCOMM> Ack Data
<STCOMM> Job
<STCOMM> Ack_Data
<STCOMM> Job
<STCOMM> Ack_Data
<STCOMM> Job
<STCOMM> Ack_Data
<STCOMM> Job
<STCOMM> Ack_Data
<STCOMM> Job
<STCOMM> Ack_Data
<STCOMM> Job
<STCOMM> Ack Data
<STCOMM> Job
<STCOMM> Ack Data
<STCOMM> Tob
<STCOMM> Ack Data
<STCOMM> Tob
<STCOMM> Ack_Data
<STCOMM> Tob

AL “TRSR->WINL” (144 1 R 9 400ms

E Function LengtE Info

Write
Write
Write
Write
Write
Write
Write
Write
Write
Write
Write
Write
Write
Write
Write
Write
Write
Write
Write
Write
Write
Write
Write
Write
Write
Write
Write
Write
Write

Var
Var
Var
Var
Var
Var
Var
Var
Var
Var
Var
Var
Var
Var
Var
Var
Var
Var
Var
Var
Var
Var
Var
Var
Var
Var
Var
Var
Var

188 ROSCTR:
174 ROSCIR:
188 ROSCIR:
174 ROSCIR:
188 ROSCIR:
174 ROSCIR:
188 ROSCTR:
174 ROSCIR:
188 ROSCTR:
174 ROSCIR:
188 ROSCTR:
174 ROSCIR:

188 ROSCTR

[Job 1
[Ack_Datal
[Job 1
[Ack_Datal
[Job ]
[Ack_Datal
[Jeb 1
[Ack_Datal
[Job 1
[Ack_Datal
[Job ]
[Ack_Datal

:[Job 1
174 ROSCIR:
188 ROSCTR:
174 ROSCTR:
188 ROSCTR:
174 ROSCTR:
188 ROSCIR:
174 ROSCTR:
188 ROSCIR:
174 ROSCTR:
188 ROSCIR:
174 ROSCTR:
188 ROSCIR:
174 ROSCTR:
188 ROSCIR:
174 ROSCTR:
188 ROSCIR:

[Ack_Datal
[Job 1
[Ack_Datal
[Job 1
[Ack_Datal
[Job 1
[Ack_Datal
[Job 1
[Ack_Datal
[Job 1
[Ack_Datal
[Job 1
[Ack_Datal
[Toh 1
[Ack_Datal
[Toh 1

Function

Function:
Function:
Function:
Function:
:[Write

Function

Function:
Function:
Function:
Function:
Function:

Function
Function

Function:
Function:
Function:
Function:
Function:
Function:
Function:
Function:
Function:
Function:
Function:

Function
Function

Function:
Function:
Function:

:[Write

[Write
[Write
[Write
[Write

[Write
[Write
[Write
[Write
[Write

:[Write
:[Write

[Write
[Write
[Write
[Write
[Write
[Write
[Write
[Write
[Write
[Write
[Write

:[Write
:[Write

[Write
[Write
[Write

Var]
Var]
Var]
Var]
Var]
Var]
Var]
Var]
Var]
Var]
Var]
Var]
Var]
Var]
Var]
Var]
Var]
Var]
Var]
Var]
Var]
Var]
Var]
Var]
Var]
Var]
Var]
Var]
Var]
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INTERVAL

BB TS RGPS B0

NI SR B LI SE PP BB R Tms i A o S Bl 2% 5 BT 30

RESPONSE DELAY

IR TCPABITA, W7 1A FIRTTHSZE AT AN E . I T IRTTHTT
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RTT(JOB-ACK DATA)

01 Qo l_t‘ﬁ.“

- -~ -
BOMROCOUOD GO D

FHMEEATMS, PWAAHRXT RS, M30msE65ms [i]; X ARTTx B T ACK_DATAZIACK
XMy RN 2% J B, & Response DelayJGi2:7 75 1 -
2 Bk, ATLAES], STCOMMIEXFIZ & N IR HAT NI T .
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S7COMM R iRtz E b1

xXFE e
PLC PLC
Device Controller T ———
~ Job (Read Var) : Job (Read Var)
{" - Ackdata (Read Var)
Job (Read Var) ! Ack >

F Y
X

Job (Write Var)

Job (Read Var) [ Job (Write Var)
~ 400m Ack |
Job (Read Var) = »

F Y
X

Job (Write Var) )
Job (Read Var) | PLC %g X FEEBE
Job (Read Var)

: FrERR ﬁmmp =,
Job (Write Var)

o n IE P = A
Job (Read Var) HEEREE AR

F Y
X

F
J\
i
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

v

|
|

|

|

|

|

|

|

|

|

|

|

I 1
I 1
I S
: 200ms ([ i Ackdata (Write Var)
I W g
I 1
' :
|

|

|

|

|

|

|

|

|

|

|

|

HNHEXHE AN S, LSS TaRSS, Kk, SR bIfAGE ER 2 —E EAExxms A
Rl BAL 2, T2 AExxms N — € BATH S, BIARE IOUSC RN B B BRI 2F 3 R e 20 2
U, FANE Dy fil R i A S5 .

WA, RN EAE ML B2 — BUN T RE 5, 4H B AR BIE X i
Xt AN e A &, (HIR PR ER SRR, RRE — BURKIN [ RAA W S, 4L
(ENOMERSPINIIES Y -

[ PLccontrol | [ PLCDevice |

. T0 \’
PLC <

7o Tl

)
Interval F‘ T0 {\?}r . ’} PLC Delay

PLC Trans Delay

T >3*TO Survival
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i3 BL S M R] SRR IR AR 9

% 3-2PLC jHE3EFR

B Ly S EAD=S =) 8

Response Delay MJIobZ|Ack Dataf] i ZE

RTT (Job-Ack) MJIobEIACKIIRTTHT 4E

RTT (Ack Data-Ack) MACck Datafl| AckFIRTTHT %E
Interval Delay Job:Z [H] Ff) J& H R %iE

3.3 FWA A%

Filter: | shake.extensions_server_name and l{tcp.analysis.retransmission) v | Expression... Clear Apply Save SNI

No. Time Source Destination Protocol sni Length Stream Info

2249 2.350000 62.150.94.226 52.139.250.253 TLSV1.2 client.wns.windows. com 268 33 client Hello
8339 9.176000 62.150.94.226 66.102.1.108 TLSVL imap. gmail.com 236 77 Client Hello
9142 11.341000 62.150.94.226 74.125.71.109 TLSVL imap. gmail.com 236 85 client Hello
21940 32.985000 62.150.94.226 172.217.19.142 TLSV1.2 play. google. com 667 209 Client Hello
22230 33.580000 62.150.94.226 3.90.123.37 TLSV1.2 1c96.dsr. livefyre. com 319 211 client Hello
24309 38.780000 62.150.94.226 64.233.167.109 TLSVL imap. gmail. com 248 242 client Hello
24310 38.780000 62.150.94.226 64.233.167.109 TLSVL imap. gmail. com 248 243 client Hello
24760 40.100000 62.150.94.226 64.233.167.109 TLSVL imap. gmail. com 248 249 client Hello
25008 40.600000 62.150.94.226 64.233.167.109 TLSVL imap. gmail.com 248 255 Client Hello
26774 43.316000 62.150.94.226 74.125.71.108 TLSVL imap. gmail. com 236 268 client Hello
27862 44.556000 62.150.94.226 74.125.71.108 TLSVL imap. gmail. com 236 279 client Hello
33892 52.250000 62.150.94.226 172.217.171.195 TLsvl.2 clientservices.googleapis.com 681 345 client Hello
34824 53.391000 62.150.94.226 172.217.19.142 TLsvl.2 play. google. com 667 354 client Hello
36392 55.911000 62.150.94.226 157.240.195.24 SSL edge-mgtt. facebook. com 302 380 client Hello
150.94.226 172.217.18.234 TLSV: 621 390 Client Hello

14

. 402 Client
226 216.58.198.74 TLSV1.2 youtubei.googleapis.com 607 401 Client Hello

37294 58.056000 62.150.94.

37622 58.670000 62.150.94.226 172.217.19.34 TLsvl.2 www. googleadservices. com 607 408 client Hello
40867 65.950000 62.150.94.226 172.217.18.46 TLSVL clients5. google. com 221 472 client Hello
42156 69. 505000 62.150.94.226 66.102.1.108 TLsVL imap.gmail. com 236 498 client Hello
42982 71.585000 62.150.94.226 74.125.71.109 TLSVL imap. gmail.com 236 519 Client Hello
43158 72.006000 62.150.94.226 74.125.71.109 TLSVL imap. gmail. com 236 524 Client Hello
43760 73.226000 62.150.94.226 74.125.71.109 TLSVL imap. gmail. com 236 539 client Hello
47861 78.696000 62.150.94.226 157.240.195.56 TLSV1.2 pps.whatsapp. net 402 590 client Hello
47969 78.816000 62.150.94.226 157.240.195.56 TLSvl. 2 pps.whatsapp. net 402 589 client Hello
49993 79.986000 62.150.94.226 52.155.169.137 TLSV1. 2 tsfe.trafficshaping.dsp.mp.micr¢ 313 602 client Hello
52382 83.646000 62.150.94.226 172.217.171.238 TLSv1.2 app-measurement. com 260 633 client Hello

Ethernet: 1 Fibre Channel FDDI IPv4: 271 IPv6 IPX JXTA NCP RSVP SCTP TCP: 1194 Token Ring UDP:302 USB WLAN

TCP Conversations

Address A 4 Port A 4 Address B 4 Port B 4 Packets 9 Bytes 4 Packets A—B ¢ Bytes A—=B 4 Packets A—8 4 Bytes A—B ~ Rel Start 4 Duration 4
[62.150.94.226 49770 | 74.125.71.109 3488 2987 260 1190 87 884 2298 2899 376 71886000000 242040
62.150.94.226 50415 | 64.233.166.109 3126 2602814 1106 80 454 2020 2522 360 86.441000000 17.2100
62.150.94.226 49776 | 74.125.71.109 2846 2515404 964 70 478 1882 2444926 |  146.256000000 15.3550
62.150.94.226 51114 7412571108 2942 2272 560 972 75094 1970 2197 466 44.436000000 61.4630
62.150.94.226 51117 | 74125.71.108 2900 2268 970 948 73330 1952 2195640 |  106.856000000 19.8490
62.150.94.226 55893 | 64.233.167.109 2868 2155 552 992 90218 1876 2065 334 40480000000 62,2650
62.150.94.226 49764 | 74.125.71.108 2202 1964 966 744 53 526 1458 1911 440 0.038000000 11.3020
62.150.94.226 49766 | 74.125.71.109 1632 1074532 566 45552 1066 1028 980 11.211000000 1351260
62.150.94.226 59981 | 157.240.195.56 1050 1018 220 348 31464 702 986 756 78.586000000 65.6560
62.150.94.226 49608 | 172.217.18.36 1310 1006 850 466 51088 844 955762 136736000000 16,6700
62.150.94.226 53274| 77.238.180.12 1556 896 698 642 126 032 914 770 666 17.466000000  144.1300
192.168.4.254 65291 | 192.168.1.59 citriximac 7172 1024768 4006 301 368 3166 723 400 0.606000000  160.8830
62.150.94.226 59984 | 64.233.166.108 imaps 772 668 860 258 19 886 514 648974  137.851000000 37200
62.150.94.226 53731| 143.204.106.100 https 756 663 038 208 41108 458 621930  147.011000000 11.5400
62.150.94.226 50414 | 64.233.166.109 imaps 1284 562 610 452 39158 832 523 452 85931000000 53.3470
62.150.94.226 61323 | 66.102.1.108 imaps 1048 469 826 360 31422 688 438 404 69.390000000 869210
62.150.94.226 61319 | 66.102.1.108 imaps 1040 467 546 364 31488 676 436 058 9.055000000 60.4190
62.150.94.226 55892 imaps 1138 461 346 404 40 436 734 420 910 39.970000000 63.0160

MAHFL T W4 R, FWAMY S5 RAE A 2C X L 55 SRR A X 3], AT BRI 2CH BEF Ak
ATVl . 22 R AE TURIPHL R CPERIPHIYE, A TMEIX 73 B P 2 AHRANFE
35 CPEZM AR 13 115, MILe R T2 mT A2y T BRIk 55 A it -

2021-1-22 FT79TL, 117 0



g

HUAWEI 5G ToB M &5k se brik 4 B2 P

[ >V Internetill %% ]
®  GmailltHE AT A

500000

28.0s 30.0s 32.0s 34.0s 36.0s

NEISH, FATHEF N25MbpsE A . XA lkiInternetf) 3= B & .

® VOIPI &1L

— 50000

— 25000

I T T I T T I T I T 0
Os 20s 40s 60s

— 50000

— 25000

T T T T L e L — 0
0s 20s 40s 60s

Ha ey bAT, WENNT, P EATEELEL8Kpbs, T N7 AE15Kbps /47
MEKGE, BRNFEESATES0~159E H P, 5LBr_£90% LA L4341 7E50~2007E H 1A
#HRNML, FEK/N20Byte, T EIAIRE32ms. #JE T VOIPML S HHE «

Topic / ltem Count Rate (ms) Percent
= Packet Lengths 2053 0.031921
0-19 0 0.000000 0.00%
20-39 0 0.000000 0.00%
40-79 413 0.006422 20.12%
160-319 588 0.009143 28.64%
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Filter: sip v | Expression.. Clear Apply Save SNI

No. Time Source Destination Protacol Length sni Stream Info
9237 11.616000 62.150.94.226 74.116.151.234 SIP 831 Request: [REGISTER sip:43.voncp.com:10000
9239 11.616000 62.150.94.226 74.116.151.234 SIP 807 Request: [REGISTER sip:43.voncp.com:10000 |
9351 11.852000 74.116.151.234 62.150.94.226 SIP 443 status: 200 ok (1 bi ngs) |
9352 11.852000 74.116.151.234 62.150.94.226 SIP 467 Status: 200 oK (1 bindings) |
21328 31.595000 62.150.94.226 74.116.151. 234 SIP 831 Request: REGISTER 5'\'p:4].\.0ﬂ(p.:0m:10000 I
21330 31.595000 62.150.94.226 74.116.151.234 SIP 807 Request: REGISTER sip:43.voncp.com:10000 |
21458 31.832000 74.116.151.234 62.150.94.226 SIP 443 Status: 200 ok (1 bindings) |
21459 31.832000 74.116.151.234 62.150.94.226 SIP 467 Status: 200 oK (1 bindings) |
33006 51.596000 62.150.94.226 74.116.151.234 SIP 831 Request: REGISTER sw‘p:u,voncp.mm:mnou |
33010 51.596000 62.150.94.226 74.116.151.234 SIP 807 Request: REGISTER sip:43.voncp.com:10000 |
33350 51.832000 74.116.151.234 62.150.94.226 SIP 443 Status: 200 ok (1 h\ﬂﬂiﬂqs) 1
33351 51.832000 74.116.151.234 62.150.94.226 SIP 467 Status: 200 oK a bmdinqs) ]

41904 69.033000 77. 62.150.94.224 SIP 456 Request: OPTIONS sip:100@62.150.94.224 1
41905 69.033000 62.150.94.224 SIP 480 Request: OPTIONS sip:100862.150.94.224 |
41906 69.033000 62.150.94.225 SIP 456 Request: OPTIONS sip:100@62.150.94.225 1
41907 69.034000 62.150.94.225 SIP 480 H .225 |

41002 A n24nnn

&3 18 aa 220 cro P

+ ETNErNET 11, SFC: UUIGLITCIA3IZDITS (UWIGLITCIA3IZ0IT3), UST: MUawelie_UoidT 38 (UUIeUiTCiuniaTiss)

# Internet Protocol version 4, src: 10.191.5.20 (10.191.5.20), pst: 10.91.5.250 (10.91.5.250)

+# Generic Routing Encapsulation (IP)

# Internet Protocol version 4, src: 62.150.94.226 (62.150.94.226), Dst: 74.116.151.234 (74.116.151.234)

% User Datagram Protocol, Src Port: ndmp (10000}, DSt Port: ndmp (10000)
session Initiation protocol (REGISTER)

# Request-Line: REGISTER
Message Header
Max-Forwards: 70
content-Length: 0
5 via: SIP/2.0/UDP 192.

call-Ip: 14b86dbablc9f1b0eclcc59¢c8d29cc02@192.168.0.172
O

51p:43. voncp. com:10000 SIP/2.0

168.0.172:10000; br anch=29hG4bkffb422a52

984 3. voncp. com:1

9@ 0>;
9843, voncp. com:10000>

q: 1549079 REGISTER
# Contact: "12067747949" <sip:120677479498192.168.0.172:10000; transport=udp>; expires=20
allow: INVITE, ACK, CANCEL, BYE, NOTIFY, REFER, OPTIONS, UPDATE, PRACK

# authorization:pigest response="af5e9cf6c8128c6bese2?7f3166c5chb40" ,username="12067747949" ,realm="74.116.151.234" ,nonce="531399145",algor ithm=MD5 ,ur i="sip:43. voncp. com:10000"

User-Agent: VDV23 142

D27741E88 3.2.12_0.0.0 75x51102za/bcml42027741E86. xm]
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rey = | L Dly)axdy
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Methods Nature of | Type of | Availability of Data ‘Type of Sensors Application Area Evaluation
Data Anomaly Criteria
Dissimilarity Measures [17] Binary and | Collective Supervised learning | State and motion | Smart home Distance
continuous | anomaly over the patterns of | sensors index
data normal behavior
Percentiles [ 18] Binary and | Contextual | Supervised learning | Motion and door | Senior's inhabitant | False  alert
continuous | anomaly over the patterns of | sensors home rate and
data normal behavior sensitivity
Gaussian Mixture Model [19] Binary and | Contextual | Supervised learning | Occupancy, UK sheltered hous- | Histogram Vi-
continuous | anomaly over the patterns of | and door sensors ing scheme sualization
data normal behavior
Hierarchical Markov Model | Binary and | Contextual | Supervised learning | Embedded  state | MIT Placelabsmart | Accuracy
[20] continuous | anomaly over the patterns of | sensors in Home home
data normal behavior
Switching  Hidden  Semi- | Continuous | Collective Supervised learning | Video cameras Smart Kitchen Average Ac-
Markov Model [21] data anomaly over the patterns of curacy
normal behavior
Bayesian Model [22] Binary and | Collective Supervised learning | Binary  sensors, | Smart home Precision, Re-
continuous | anomaly over the patterns of | motion sensors and call, and F-
data normal behavior pressure sensors measures
b LA VS
v BRE IR T AL &8 2] U7 ik
Methods Nature of | Type of | Availability of Data Type of Sensors Application Area Evaluation
Data Anomaly Criteria
Single Class Support Vector | Binary data | Collective Supervised learning | State sensors | Smart home Type 1 and
Machine (SVM) [16] anomaly over the patterns of | deployed in living 1 error,
normal behavior room, kitchen and Precision,
dining area Recall, F
Measure
Multi-class SVM [24] Continuous | Collective Supervised learning | Accel and | Wearable gadg Accuracy,
data anomaly over the patterns of | gyroscope sensors Precision,
normal behavior Sensitivity
Support Vectors [25] Continuous | Contextual | Supervised learning | Infrared Ubi Health- | Positive pre-
data anomaly over the patterns of | sensors care House dictive value
normal behavior
Principal Component Analysis | Binary and | Collective Supervised learning | state and motion | Smart home Hotelling’s
(PCA) and Fuzzy Rule-based | continuous | anomaly over the patterns of | sensors T2 and
System [26] data normal behavior Square
prediction
error (SPE)
Kemnel Nonli R C Cc I | Supervised learning | Light, temperature, | Human activities False positive
and SVM [27] data anomaly over the patterns of | microphone, rate
normal behavior accelerometer,
magnetometer
Convolutional neural network | Continuous | Collective Supervised learning | Microwave sensor | Smart home Accuracy
(CNN) and Recurrent Neural | data  and | anomaly over the patterns of | and video camera and Mean
Network (RNN) [28] Images normal behavior Absolute
Error (MAE)
PN ) AL, fs s
[ & Bl RGP R HA1TN]
N N N >y
v ERZERFPNGTE
Methods Nature of | Type of | Availability of Data Type of S s Appl Area Evaluation
Data Anomaly Criteria
Kemnel Feature Space and PCA | Multi- Collective Supervised learning | System Aerospace False alarms
[30] dimensional | anomaly over Telemetry data | components
time-series from space station (Soft  sensors) in
spacecraft
K-means and GMM (31] Numerical, | Contextual Unsupervised 403 parameters of | Anomaly detection | Colorscales
categorical, | anomaly learning over | hardware and soft- | for road traffic (red for
and binary. EuroFOT database ware sensors, anomalies)
Structured sparse  subspace | Continuous | Contextual | Supervised learning | flight-critical A ly d i A y and
learning [32] data, anomaly on Thor Flight 107 | sensors for flight safety ROC
and 111 flight data
2021-1-22 86 U1, 3117 71
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from B777-200 of
civil plane

Methods Nature of | Type of | Availability of Data Type of S s Application Area Evaluation
Data Anomaly Criteria
Decision tree (C4.5) and Fu- | Unstructured| Collective Supervised learning | Operational data of | Aerospace Accuracy and
sion Model [33] data in the | anomaly over historical data | engines of A-320 Error rate
form  of collected over S years
reports
Multiple Kernel Learning [34] Discrete Collective Supervised learning | Different 160 pa- | Aviation safety Accuracy
and anomaly over the pattern of | rameters of FOQA
continuous flights dataset
data
Extreme Leaming Machines | Continuous | Collective Supervised learning | Radar, aircraft | Aviation safety Arca  under
(35] data anomaly on 43000 flights data trajectories  and the curve
nearby aircraft
distance
Reinforcement Learning [36] Continuous | Point Supervised learning | Temp sensor | Ui d aerial | Accuracy
data anomaly on drone captured vehicles
data
Regression Model [37] Continuous | Contextual | Supervised learning | Software Logs Air Traffic Control | Precision, Re-
data anomaly on historical data systems call and Ac-
curacy
Support Vector Machine [38] Ci Contextual | Supervised learning | GPS and | Air Driving | Accuracy
data anomaly on historical data Accelerometer Patterns and
Road Anomalies
Deep Convolutional Neural | Image data | Point Supervised learning | Camera Railway track Accuracy
Network [39] anomaly on CTIV platform
used to collect the
images
Autoencoders [40] Continuous | Point Unsupervised Gas turbine engine | Aerospace Precision, Re-
data anomaly leaming on data call, FI Score

[CEREX S P2 EAT 8]
BREN G MR A XK, T 2N RIEERAE ISR EA T MRS . Bk
SAMENESE, W LA 2 MR 7 045 B
FATAIL T AN Gk ML a2 21 STk, T L8 SCHRAR B B ATTRO AT 7C I A8 2 v i — 2
v BB R PIS Tk

EROY

ANFARKIE . EBA TR T

patterns

Methods Nature of | Type of | Availability of Data Type of S s Appli Area Evaluation
Data Anomaly Criteria
Threshold Level [41] Continuous | Point Supervised learning | Gas sensors Trash bin No
data anomaly on patterns of the performance
food in trash bin measures
Analysis of variance (ANOVA) | Continuous | Collective Supervised learning | Vehicle data from | Abnormal behavior | Normal vs ab-
[42] data anomaly on the driving section | engine, fuel, gear | of the vehicle normal data
and steering wheel.
Latent Correlation Probabilis- | Continuous | Collective Supervised learning | Engine speed and | Concrete pump | Precision, Re-
tic Model [43] data anomaly on patterns of | pump speed trucks call, area un-
concrete trucks der the ROC
Expectation Maximization [44] | Binary data | Point Unsupervised Light switches Smart nursing | False alarm
anomaly learning on switches homes rate

v RREN R AL S Tk
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Methods Nature of | Type of | Availability of Data Type of S s Application Area Evaluation
Data Anomaly Criteria
Rule-based System [46] Continuous | Collective Supervised learning Temperature, Efficient  energy | Number of
and image | anomaly humidity, light | consumption in | conflicts
data intensity, audio and | school building and Miss
image data detection rate
Belief-rule-based Association | Continuous | Collective Supervised learning | Temperature and | Flood prediction Area  under
Rules [45] data anomaly on patterns of | rain gauge the curve
incomplete and
vague data
Cluster heat maps [48) Continuous | Contextual | Supervised learning | Measurement of to- | Smart City Normal vs ab-
data anomaly on patterns of smart | tal power, reactive normal com-
cities loT data power, phase an- parisons
gle, light, tempera-
ture, motion sensor,
noise level, and vi-
bration
Temporal Clustering | Continuous | Collective Supervised learning | On-street parking | City parking of San | Correlations
Technique [47] data anomaly on 8200 parking data spaces and gate | Francisco observations
controlled sensors
Spatio-temporal ~ Framework | Continuous | Collective Supervised  learning | Temperature, Environmental data | Accuracy
[49] data anomaly over 50 devices humidity sensor analysis of Taipei
Features Extraction and Visu- | Continuous | Collective Supervised learning | Raspberry Pi Zero, | Smart cup No compari-
alization [50] data anomaly on patterns of smart | 9-DoF IMU, liquid son

(7 R RGP I H AT 8]
FEHAIN, ST AN O T E LT IRE RSN . AR ARG, W]
DAF SI00S i R BELAN g RS B SR 500, DA e 2B 0 B MO 18R S8 R AR A e A
fitio IXFEII RGO R BRI RS T BRIk . AR RGOORAE T, &
SR T RN B TT AT RN BT ORI BT A R, NSRBI H AT N

v BEITRMERG TG Tk

cup usage

level sensor, and
force sensing resis-
tors

Methods Nature of | Type of | Availability of Data Type of Sensors Application Area Evaluation
Data Anomaly Criteria
RMS Graph [51] Continuous | Contextual | Supervised leaming | Accelerometer Seizure complexi- | Threshold
data anomaly on wearable patterns ties configuration
Dynamic  Time  Warping | Continuous | Contextual | Supervised leamning | Photoplethysmogram| Cardiac behavior Precision,
(DTW) and Density Functions | data data on Physionet PPG | (PPG) signals Recall,
53] signals Specificity
Autoregressive integrated | Textual Point Electronic health | Electronic health | Clinical decision | No
moving average (ARIMA) [56] | data anomaly records records support system performance
measure
Hidden Markov Model [54] Continuous | Contextual Supervised learning | Wearables Fitbit Sleep analyzer No
data anomaly on eWALL performance
Consortium measure
parameters
Hidden Markov Model [52] Continuous | Point Supervised  learning | Medical devices in- | Blood glucose level | Precision and
data anomaly on glucose level sulin tolerance test behavior Recall
Spectral Coherence Analysis | Continuous | Point Accelerometer Gait  freezing in | Sensitivity
[55] data anomaly Sensor Parkinson's disease

v BEITIRE RGP AL 3 Tk
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Methods Nature of | Type of | Availability of Data Type of Sensors Application Area Evaluation
Data Anomaly Criteria
HEAL Model [57] Binary Contextual | Supervised learning | Tap sensors on the | Abnormal No
data anomaly on smart home data objects behavioral performance
measures
Incremental learning algorithm [58] | Continuous | Contextual | Supervised learning | Heart rate and | Anomaly patternin | Actual vs pre-
data anomaly on the dataset from | blood pressure | the health records dicted values
UCI repository measuring sensor
Transductive Transfer Learning [60] | Continuous | Contextual | Semi-supervised ECG  monitoring | Electrocardiogram G-mean
data anomaly learning on | sensor abnormalities
arrhythmias dataset
A Graph-based Approach [59] Textual Contextual | Supervised learning | Access logs Anomalies in | ROC curves
anomaly on Hospital dataset electronic medical
record
Support Vector Machine [61] Textual Contextual | Supervised learning | Data logs Patient- True alert rate
anomaly anomaly on EHR management
actions

[ ARG i 5 H 4T 8]
FETN RS, FHERNIHER BRI A FEb RS MR TR 20 E R, O
2RI, TSR CIF A7 % C TR ] T B A Esh s . BRTTER) Tz
AT PEmE A, 58 HLEs ML B FEAT s AR A R A 73 A
v DRGNS TE

Methods Nature of | Type of | Availability of Data Type of Sensors Application Area Evaluation
Data Anomaly Criteria
Temporal Logic [62] Continuous | Point Supervised learning | air compressor mo- | Fuel cell vehicle Misclassification
data anomaly on 50 collections of | tor speed rate
traces
Correlation Analysis [63] Continuous | Contextual | Supervised learning | Tap sensors on gen- | Electric generators | Correlation co-
anomaly on 5 machines data erator in factories efficients
Density Function Model [64] | Continuous | Point Supervised learning | Electric  current | Solar power gener- | ROC curves
data anomaly on 24 solar panels | data ation systems
data
Markov chain [65] Continuous | Point Supervised learning | Pressure sensor Oil pipeline Accuracy
data ly on p sensor
data
2L ST G
v DRGNS Tk
Methods Nature of | Type of | Availability of Data Type of Sensors Application Evaluation
Data Anomaly Area Criteria
Extreme Learning Machines | Continuous | Point Supervised learning | Temperature sensor | Power plant oper- | ROC curves
[69] data anomaly on combustor ations
chambers exhaust
data
Multivariate Clustering [71] Continuous | Contextual | Supervised learning | Sensor data from | Reduce electric- | Misclassification
data anomaly on real-world sensory | the electrical, wa- | ity waste rate
data ter, and gas systems
Clustering [67] Continuous | Contextual | Unsupervised Temperature sensor | HVAC System in | False alarms
data anomaly leaming on five Smart Buildings
floor building
One-Class SVM [66] Continuous | Point Camshaft revolutions A generic DAQ | An industrial seal
data anomaly card (NI-6143) machine
Neural Network [68] Continuous | Contextual | Supervised learning | Superheated steam | Thermal power | Room  mean
data anomaly on the data of thermal | temperature, flow | plant square error
power plant and steam cooling
water flow.
Conditional Gradient boosting | Continuous | Contextual | Supervised learning | 150 measurement | Wind turbine Accuracy
decision tree (GBDT) [70] data anomaly on the data of wind | parameters of wind
turbine turbine.
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Peak HSARRIRE B R Z5AL 5 RE FT . BT LR VR A, kI m] RIS B 5k
Throughput | S, XAEPRAETEFREE b T8 E AL e ae
€ SCATRAR M EJEEiE R mi s, AR B .
: - oy - Ft )

— SR R ME DA _EAT 2 BEARRIAE ML 5 IR S, RORIMIEI TR S P BRI AL 72
Throughput o (A “BNJRE” “IEIHIRET MIE R AR B 1T
Swing v [ RiEdhH v +3 o pE Rl S EIRREG

v [ REEEE p -3 0 MTEEIM LG, ATIRREG TERAmAE

X, R ETNES
Vo T AT SR USSR E,  ERBNTEBORRACT WAL S It e AR E
PRIR R 5
®  MSEINNEMALEE, w13 o RE B L HTIN ZIKSE R T 25, FreARE)
ALK, B 13 o 2R AT BH L .

Bah et | Zumil & ER SN, FAERNL S T AE, [T 2 TG AR b
#E/Mobility
Interruption
Time
2 ] SE PR LA, B F P SR BRI 5 3 I 7= AR I A8 AT 9N
/Interactive | %E. 1IN IEFET F X 4R SN PR AR B
Delay

ZHRITU-T P.1201 W S SERH ARG AAR UM O 78, T R fa e

PE B TR A SR 5550

Hrid AR PR H

® 5-2 BAT R Bk S LR E R

Sk 200

FRmAE Ry | FEMERPEREAERIIEOL N, ARAma e KJE LEBOR I, 5Emia F - 1456 .

IS ESR IR, RO A A i KA G A ST RN s AE ¢, Bt AR AN 2 LAl 55

[Transmissio | B FIAEIL, A EBCH TP AR SRAFE 5

n Waiting

Time

AT T R BEALA B A B K SCBE FR bR, X T 2 U B R, LS BAT SO Bk
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Uplink %, AR R MAREE . ST A S A, A S—ORR ImAN, &
Throughput | KFERE LRI T & _ AT &5t ag .

WARBER | fE RS, RISV ESROANE, AAAEARRISTE RN ARSI, A5
# ERA, URRE AR AN, WX SR P AR, TS R AR 5

Throughput

Swing Index

5.1.2 BRIk &

% 5-3 EITSRTRER A E Rl SRtk R

HE i ED RIS
AT E-Score
Media Quality Index
MPEG WA SY W T R AR R AR 43 A 2 [ 5E 1)
MPEG RS 2 TR TR IR AR PR 2 2 [ 7 1)
IR I ; e .
. MPEG Sy 2 T8 TR AR S R B T 2 [E] 5 1
MPEG R fpE i H. 264/H. 26545 45 LL AN [
MPEG EPITES TR TRAR IR AN P00 2 2 [ 7 1)
MPEG 5 AR T TR A SR B IR [ 5E 1Y
Interaction Quality Index
SDK 22 H i 3E R ST SR 3 )8 (1 B A2
MPEG YA i 4T TG K I G i i 4
28 . J & MPEG AL I 4E ARG e 55 4% 1 R 3
(1QD RTSP PRSI TR0 SE MPLAY %1 2000K ] i} 2E
RTSP PRAT A5 1 B 4 MPAUSEZ2000K ] i} 4E
RTCP PR ZE HRFERTCP B 1A) B T 5L
RTCP i AE £ 3] MRAEIRHE I T 53
Presentation Quality Index
SDK 1ehE/Slice fift i ik 5% 2% SDK 3K Y
SDK Fili/Stall iP#RL IR 55 4% SDK R B
RTP AT R THEIR GO 3 1E
FAEAAL RTP AT A R THEBERAE O, WERKE
(PQD RTP AT RAE S IREL | RIS M
RTP AT E AR FRHERTP ) Sequence K i 5
RTP EfFRREAE HRAERTPHISequence kit 54
RTCP PRI} 4E FRAERTCP [ B 1] Bk 11 55
RTCP i E £ 3] RS/ BN iR = £ AR
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X+ EAT 2GR B 3 5

*® 5-4 HITHHINHB SR A &

ViEN TR IR
W B LRE R EVFT 514 5 & Fa 4/ E-Score

AT P43 5 /UL Average Throughput
AT E 4T WA} 3% % /UL Peak Throughput

FATHE RSN HUUL Throughput Swing Index

5.1.3 Bf&E5%

Non-intrusive Real-Time Streaming Back hawk Service E-Score

Input Parameters Service Quality Modeling
111 | Video Resolution | | Video Frame Rate |» - Video
. i [ N .
| Video Bitrate | | Video Codec } ---i Quality i—— » Media Quality | 0.11_
] Model [
| Audio Bitrate | | Audio Frame Rate P E— :::::tov L2 i
112 | Encoder Delay | | Decoder Delay |» -1 User-Plane i
~——» Response [---; .
| Round Trip Delay | | Jitter |» --- Model ; 012 : 0.21
! Interaction
| Interactive Delay | | Turn Round Delay |— - signaling i Quality Model "
Ef"i Response  |---- ]
| Play Delay | Pause Delay |» meee Model E
L1 || slice | Stall |
| Avg UL Throughput | | Video Bitrate | Presentation Quality Model i
| Throughput Swing Index | | Peak UL Throughp | > | MO Mode | o1
| AvgPacketiossRate | | BurstPacketLoss Rate | M1 Mode |
| Round Trip Delay | | litter |
5-1 bATSEI AR [l 4%k 55 E-Score B BAE 4L
& 55 LII-EARENS
ABSHR =] BUE FREVIUR R 1R
ARG VideoBr | Float, kbps Per segment Mode 0 MQI
AT 2 VideoFr Integer Per segment
& FE 1 TPD Float, ms Per segment
WAy HE R Res Length * width Per segment
2880*1600
2021-1-22 H95 T, 117 W
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ANBER =] V& IREVSTR HAEIR TR
AT b VideoCodec | One of: H264-baseline, One Session
H264-high, H264-main,
H265-high, H265-main
IR AudioBr Float, kbps One Session
A I AudioCodec | Integer One Session
*® 56 L12-XEREAS
NSk =] & SREUSTUR HimR | ER
Y i) st SiE D, Float, ms Per Segment Mode 0 101
fRRD I ZE D, Float, ms Per Segment
A8 T HE D; Float, ms Per Segment
FRER I ZE Dt Float, ms Per Segment Mode 0
i REEL B jitter Float, ms Per Segment Mode 1
FE U} 2iE PlayDelay | Float, ms One Session
B {EHT 4k PauseDelay | Float, ms One Session
* 57 13- ZMREENS
NSk =] & SREUSTUR HimlR | Bk
A6 5 T4 st Ta) Slicegr Float, ms Per Segment Mode 0 PQI
165t 45 A (8] Slicegr Float, ms Per Segment Mode 1
AT U ) TR Stallgy Float, ms Per Segment
Fe 45 TR ] Stallgr Float, ms Per Segment
PR ATIRG 2R VideoCodec | Float, kbps One Session
PR Thigyg Float, kbps Per Segment
U AR T 3% Thryax Float, kbps Per Segment
R IR Thrysi Float, % Per Segment
TR TR Thrysi Float, % Per Segment
S FEALR ppl Float, ms Per Segment
RKEME bpl Float, % Per Segment
RS ZE £l 5 jitter Float, ms Per Segment

® DATSEmFREAN S TR bR T i
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1. BAFE (BRITU-T P.1201HM NS HEAT 1G58

[E-Score]

EScore = wi * MQI + w4 * IQI + w3 * PQI
(4 BT E-MQI]
MQI = c1 QA+ c2 % QV
[ & S & ]
QA =1, — QcodA

QAT EHT &, QcodAr T B AL KM TR . For L, AN 6] (135 A5 b
AudioCodecJ5Z0, PCMIg X4t 1007, HABH) & Higis (AAC-LC, HE-AACV2,
MPEG1-LII, AC3) &£ 11

QcodA = a4 * exp(a, * AudioBr) + as,

]

il

[ A5
QV = 100 — QcodV

QV TR ) T AU &, QcodV 7t H T RUM s i s >k 1) o 43 17

VideoBr * Res ) 4
*
Gav NumPixelsFr x VideoFr dav

QcodV = (ay + ResC) * exp (
HrHResCHIRes AT 43 AN, LA 1080PX} B f) ResC FlIResNumPixels Fr R4 ATid it
ks 2RSS, A [ A g A i AL R R R AN

[RAEH #-PQI]

[ Mode0]
PQI = byy *log((byy * FreezingRatio + bsy * SlicingRatio) + 1)
A l:l:‘ :
F maRatio = FreezingDuration
reezingRatio = TotalDownloadDuration
SlicinaRatio = SlicingDuration
ietnghatto = TotalDownloadDuration

[ Mode1]

PQI = cyy * log((CZV * Qpanawidath T C3v * Qpacketloss + Cyy * jStter) +1)

Thr
Qpandwidath = b1 * m * exp(b, * ULSI + by * DLSI + b,)
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ppl

pp!
BurstR

Qpacketloss =p1 X + Po

+ bpl
Qjitter = j1 * exp(jp * Jitter + j3)
Hor BurstR YR FAR BEALZ B0V 55 ISE M PR 5 %) S A0 B4 2 [ 2 18
[ZZH i E-1Q1]
1Q1 =100 = Qup — Qsp
7 v v S ASE Y
Qup = ay; *log(ay; * (Dyy + D, + Dg) + agp * Jitter + ayy)
QERAILCINE L)
Qsp = byy * log(by; * (D;) + b))
Horh DA ANFIRBAE T, A R F AT DB IS 2 22 B BRI A B3l E AT LA B
WOREL, XS TRTSPHMU A IRIENE, D; = PlayDelay, X T#{£5){E, D; =
PauseDelay. RINFHIMIEFRIILERARK, REBMNLZ LHRETHT.

o DATZHM BN ik
RITMN ) 22 BRSO EAT S AT e, ARG B8 AT A RS PR R AT

QM =100 — Ipgnawiacn

I {0 Thr < Thr0
bandwidth = | (h; X Thr + by) X exp(b, X ULSI + by X DLSI + b,), Thr = Thr0

K

D ERMEAFAERARMERL, Bl 7w 53R (HRE R R RN EAF 58 R
FE, B A S I B T AR R A B e i Sl (A T MREUE LB .

2) WHERIEAAAESORMERE, KE 5, AR I SEFR AR DAREL, ASCh i 1
i ) g I SEASE Y, e — AR N ANGIRLEE (I SE PP 3%, — 7 T PT AR PRI SE H R A
AR, 55— J5 T AT LOREI A ) R e B A28 . T, B LR b, 454
PR ZR O ZORAL T, LIRS € IR R I AT LA Rdie & R — B it
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5.1.4 {RLGEL

ARYE X5 RO R A%l 5515 B AR 06 R 2k -
PIZ&RE IR E T I T LUR SO SSRA, AU SRR . o, dgad ]
AR 55 7 R 5 & RE 73T — 2 2

#* 5-8 MlsTumiml SR Eax

B EE NITGARLE M2 B R MFBEFARR ML BRI ER
S0 N P s
#l SR BGEA | RN | FHET | BB | REMNER | BRE | EHL
-1 13 R kb T R e
2Mbps/H. 265 5 <25ms >30Mbps >6
PR A4 -2K | 2Mbps/H. 265 10 <25ms >40Mbps | >6
2Mbps/H. 265 20 <25ms >T0Mbps | >6 N/Ax
2Mbps/H. 265 5 <25ms >46Mbps | >10
WA 42— 2Mbps/H. 265 10 <25ms >74Mbps | >10
2.5K 10Mbps/H. 265 5 <25ms  |>130Mbps| >10 <10ms | >430Mbps| >20
10Mbps/H. 265 10 <25ms >370Mbps | >10 <10ms >670Mbps | >20
4Mbps/H. 265 5 <25ms >92Mbps | >10 <10ms >87Mbps | >20
FRAT I 5 -4K
4Mbps/H. 265 10 <25ms | >148Mbps| >10 <10ms >268Mbps | >20

5.2 TTZEELHEI S

5.2.1 #MNEZ=

A TR B AT AR L S5 ML S 2C R B AR AR Sl S5 A ), R B AN R, KA
EIrNBURLEE:
® MMIAHR/IEIEAT Y, LLIIVaX PR B IR, IR AU R B EAR TN
® Cloud VRIT4: THFToBILSS N, BIULZIEEE KIVREE U5
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® Cloud PCATJy: T ToBHIMLS AT, Btz Ipadssst:
G VLR AT 7R R S, BARA D2 Wi, Cloud VR, Cloud PCE5Mk
FARRARIE B A

5.2.2 fERIRFR

*® 5-9 TTRBIA Ll SHEiRiA &

73R Ei=paT S

W LA REVFH AR R B8 #UQ-Score (Backhaul)
MLARY 2 /Video Bitrate

BARFE MQI ML T2 /Video Frame rate

7% Resolution

P14 Z A %/ Average Packet Loss Rate

5% ) 40,7 Burst Packet Loss Rate

R 4E IR /Round Trip Delay

I %iE JE B 48 $t/Delay Tail Index

IR =/PQI BEEh/ditter

T 47 F#433 2/UL Average Throughput

AT E 2 /UL Peak Throughput

TATHE R IESNHEU/UL Throughput Swing Index

F& 5 Hp W7 i ZE/Mobility Interruption Time

R 4E/Round Trip Delay

Ymi i %E/Encoder Delay

L HFE/NQI
’ fiftfi i %E/Decoder Delay

JE LAt %E/Rendering Delay

5.2.3 BfE5%

GBI PO AR R D i, BT IS W aiE . Cloud VR, Cloud PCA .

SRR IE B A

5.2.4 KOG E %

B RETIH 7 KA o

2021-1-22 3100 0T, £ 117 71



e

HUAWEI 5G ToB Mk 453 btk 4 1 4

5.3 1&smIN el 55

5.3.1 X =

AT XS ToBME 55 1 K R BRI ARME 25 13847 434

AR+5G & T 1Y 5 I SE R AR ] AL 7 %8, S8 AN R @I T B ERE LG M 2%
S5 Evn T X HAT eI AR S, LM T RN AR, mAR R A, S TEE. BB
7 il 2 AT

AREREIREEM (ARSGs) K&, WAHIRGEMMEK ek, TITRIFMARNM RS,
NH PR T SARWEZ B RGBHUT5. ARSGSTUAETEDRZ . ik A« Hilis 4]
TR IVE: EE A A P AT DU 1 5 B S T B AT AR ) S S HAT N
WAL ARNL SRS, FRATIR T — 1 QoEMESE, 5 =ANEIRIIFISE, FIBORIHERE
RGN %2 B VFAEARSGSIF I 45

HEZUEE — 4RI T WRNIE. WAME. M. AP EAJrm.

R e T SRR T T Tert EEEPIPPE S
I Content Quality I IHardware Qualitvl IEnvironmentUnderstandingl
Parameters

2nd-fevel Information || Required User Comfortable || Augmented Response to Interaction System
Parametars Realistic User Focus || Movement Level of the Contents Environmental Natural
Level Level Freedom Device Fitting Change Level Response

......................... e s

e e e T et ot i o
Pj::;i:irs | Visual " Audio "Haptics ” Odor " Taste | | :'Z:T:(::\ " :r:scll‘sl:::;:\ || Speed ” Precision |I(iasture"\ioicelIanement" Speed Il Precision |

5-2 ARMV 25 50 [K] 2

A% LS LR R AR AR

= 5-10 AR Mtz imE =
BB | HZR B=F | ®W
SESI REETLZ, MRILYE TR kA
W5 REEEZR, ARICAREEIEW. B
fish i —RER
5

—BEER

i
b
o
&
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S —MER
v KyEsEg | MHFTEEH PN ARN B T L, S,
s s

i EORT AR A 2 58 LI JE EER A  L JiR EOR B

w&FE | ARSI HmE | DOF PP FIAR 25 HEAT 22 ELIN (4 B P
PG FPEE IRSRARIR G /k ZE I &7 & FE ST
PR AR WERE | RICARN ARSI A KICESE, s 7 BN —
AFM, TR — R
WA R [ — T TR T —
PIEREE | RAFARNEFIAEEFIA B UCHLE, thins 7 AR
RN E, TMARERESSH
T I3 358 (IBARALET, AR A RIS AR, 1 i N A 4iE
A T NIEE | R ?11 ) Wi-% i?f?}u i} ﬁ}jﬂ?“k
M SNAGRE | TEFRIEARAGIT, ARPY 2RI A5 AR i B A BRS
M2 H FH HPMARAEZ BIFH O S whd <%
H” BERARBIMIMAR “IH”7 .
T R it HPMARNEZ MPIFEE LA SGHM; Wkt
“RMH” FEERASESRARBIIMA LM
%3 FPMARN A Z MR HEa . SR, mkH4
ARBEIUIMEFEENTE S, ERARE MK IEITE)
e S | R P ATAR PN 25 2 1) ) BB s ZE
e X - - N .
WSS | P RIAR P 2 2 18] i B 3h 45 SR IE il 2 HR
FRAERLK: IEERE | P EENARM FHBIRT ZE, — IR AN SRR I ) 23 B
FIRIGE IR BIPERE . (EIFIE A M RERC N, A =
i TP 2 AL AP I 9, 2 S i N 4
i X ARTEHE AL 5, b2 o= R p ke,
F P8 FHARME 2% XA 2 TR B i L R R
SRR EM | X EARN A 2D H FIMSEARIE, 2[R 3k
AL Jo R B P 24% 25E THG 5| AESARA ) AR 56
oy | ARWERIASIICRL L ZE0T, FEAIARA R H B &7 4
H5iEs) o
SIEF) IR
o ARN B MBI ILHC B 2206, 2 FIAR A 2 T3 2577 A4
PSEIRAL |
IR ALK .
i :

1) ARME SRR E R, WL DR RS R F R R 3 A i i o
2) AR SRR AR, FTREFEBERLBUELE AT N, MARAT AT M, BARZ I

VOIPMY ZARIS FRUE B 15
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5.3.2 I8FRIRFR

R 5-11 AR A SFHEIRIA R
HH BN
ARFEFE/Q-Score (AR)

WA J# %E Rl %/ Screen Frame Rate
JE# 43821 Screen Resolution
PRA5T = TS 2 /Video Bitrate
HL AT 2 /Video Frame rate
43 ¥ IResolution
AR 4% 2 /Audio Bitrate
& 4% /Audio Frame rate
BAUEIE | BRI A-V Synchronization
(RN H t1E£/DOF
P4 75K Z /Content Precision
=% [) 4% FZ /Spatial Precision
%2 H 5 Fi P/ Ease of use Level
WA RLARSG | PREENA R ZE/Environment Response Delay
FRBE I N K B /Environment Response Spatial Precision
P4 % i 5 Fif ZE/Content Response Delay
PN 25 1 B FF /Content Response Spatial Precision
i i ZE/Encoder Delay
fiftfi i %E/Decoder Delay
JE YL #E/Rendering Delay
PR AE IR /Round Trip Delay
I %iE JEE B 48 $/Delay Tail Index
£z 1itter
RACAELS: Jin#k i %E/Loading Delay
TR B /Blurriness
‘Mﬁﬂﬁ/Stamng

I iz 3l/Background Motion
Pt B EL/Visual Clutter
FAEFTR/PQI | ALk P47 34 = /Average DL Throughput
WA T %33 #¢/Peak DL Throughput
T % %3235 BU/DL Throughput Swing Index
B Kk ok /M Max Burst Size
5% Jik 8/ Burst Pulse Number
5%k E A2 /Burst Packet Loss Rate

AR EI/MQI

L HFE/NQI
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5.3.3 BiR 5

REEEIEH (MQI) MERR

|
|
P R

0.31
AENE '

— Pq:FiiREEE ———

0.22

Pa: RS EE

MR
P =
Pr: (ARG SHER

}

1

1

1

TEESES (101) WSER
0.23 !
1

}

|
|
|
|
|
|
|
I
—— Pi: irGheER

0.32 0.41
[ ]
] BxE —
| 0.24
wese _L18| Po: IR !
AENE . |
|
1
! }
= = =
! EMERIES (P01) MRRR |
EEE . ] 10.33
Y
ASiE | pb: 2HFEER i
| I
1
| o e o o e o a3
I=INnTE=N 0
Kl 5-3 ARV 55 i & I HE AR
1.11 | Screen FPS ‘ ‘ Screen Resolution ‘
video 0.21
‘ Video Bitrate ‘ ‘ Video Frame Rate ‘ Quality -
[ video Resolution | | Video Codec and Profile \ 031,
‘ Audio Codec Rate ‘ ‘ Audio Frame Rate ‘ Audio 0.22
‘ o Sy it ‘ Qe
1.12 ‘ E-Response Delay | ‘ E-Response Spatial Precision ‘
‘ C-Response Delay ‘ ‘ C-Response Spatial Precision R 0.23 0.41
lesponse . B
‘ Encoder Delay | ‘ Decoder Delay | ‘ Rendering Delay ‘
‘ Round Trip Delay | ‘ Delay Tail Index | ‘ itter ‘ 0.32
nteraction Quality —
113 [ oormme | [ porand | [ oorsesy | 0.24
— e
‘ Content Precision | | Spatial Precision | ‘ Ease of Use ‘ Egerence
‘ Loading Delay ‘ | stalling ‘ | Blur ‘
1.14 ‘ Background Motion ‘ ‘ Visual Clutter
‘ Average DL Throughput ‘ ‘ Peak DL Throughput

DL Throughput Swing Index

‘ Presentation 0.33
—
Quality
‘ | Max Burst Size ‘
‘ Burst Packet Loss Rate ‘ | Burst Pulse Number ‘

K 5-4 ARV 55 5 &l =i N\ 5 5 H

ARSI, (AR RIARHE A R )
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5.3.4 {RIGELZ

H o HREFINH i KRR AT o

5.4.1 g2 XE =&

ToBMV &5 SEmS A2 BV Ss, FEIRH R, TAkisHE 5. 755G SAZLM 4 fdi A
URLLCYIF, DACRRE B ZEEK .
KoF 28315 A YRR, BRI SR . KT

SIS EM ST, RGNS

TAVZURLLCE S5, I SEANTEAR PR AT REA R VERE LR, 12 R Bt LA A 38 14
IEARIL T AR L, A T B ORI AR SE 20 2 2D, T HL 7 E i R SR T
Fto EHISLAZERN10ms, A PPAL Y B o i Dres AR 70k 55 Fdi A2 10ms i G A
Bl Ut L I ST S 1) B4R L AR e

% 5-12 SERRR B S L mE &=

SES 220

2 HLIN SE 22 ELIN S R i R FH 7 R, 381 S A, ) o 381 i I S

Interactive Delay

K IS I SE PR AT R T PN ML 5 4 A B AR E L, IR A I S AR A0 A, 38

Long Tail of WAGHLN, FEREBURE S G Sl b, SMEBINERKER S, XK

Delay JFERIEH 73 A AR R N IE T SR 5 R SCHE, i AT ZEHC R I R AT DA
DA KRR FEE AR BRI S SR ¥ 20 A

AEEE XFFURLLCME 5%, AISEMER LML 55 I SRR 2R, BARRIEA] LU AMTBF (%

[Reliability Wz [B)SFIIFIED . MDT CEEIFEI D - MUT CPERTHB D LA 8IS

A AR —MEIEKIISAT IEEE . RSASA5EE w] F AR T AR A5 TE A AT I (3] f°F

[Availability IS E] &

o5y i i 4 XFURLLCLSS, Fal i 2 25K N0

/Mobility

Interruption Time
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Ve WIEEE. ATHIMERMESS RGNS, RAEKMIBITIRE oI R, AafT
LI 18] A R0 55 i B R PP A o

5.4.2 ERIAFR

& 5-13 LR Bl BHERRIA R

AR Ei=L =y

WELEAREEY A H R B H/Q-Score (Interaction)

2 H GEiR /Interactive Delay

k%32 B R EN1QI 22 I 3iE B 5 F6 4/ Interactive Delay Tail Index

#%5) 70 W At ZE/Mobility Interruption Time

5.4.3 B 5%

Input Energy Efficiency Model
Service
Requirements
Delay Distribution | ,
| Model Interactive IQ;.[
Measurement | > Index - : ;’)‘;‘i;ch;:ﬁ El‘zl:;’
Report Model ’
' Delay Tail Model -
BS Capacity ! S S ,
| N " 1ax |

______________________________

5-5 ZHFTENE T A
S TELCUR % P A I E R 4 B B AR R, BT LA e RIS S T R
I SE I SR 0. Z 6.5, $2 i T URLLCYS5 HI SE Al 77 i
S0 BRANER H IS B T A R A AT 6 S5 2 R R, IR e P Al SRR IR
%o Z0.6.27%7, FEHAEHZETEVTHEIS M LEE 30 vl e .
=00 RHIE AN A R R AR 2 QoS AR, H4 QoSHIQOEZ Il 5% Z il 3t 47 e 4
we Z06.3%, M FAA- %A IR EL.QOE-QoSHIE B K R .

2021-1-22 3106 U1, 3£ 117 71



HUAWEI 5G ToB Mk 453 btk 4 1 4

RIEFAEL, RG2S AP EE R o e Se Rl rfe e LBy, A RS e 21 8%
W EZES . WA R TIXFIEARK R, R ZE 0 B AIdP -5 N AR I AE X AR EdS
[ SECIEEE, TR 54Xt BT iliWeber-FechneryZ: U] (WFL) i Il SR XoF 28 4k, 2 T f) %
%

ds
dp=?
BE—:
P=k-l 5
= nSO

HAPRRHIEL, So ARIBEIE,
MR FAA- P A 4 €, QOE-QOSHHIILN 1] LAFRIE -

dQoS « QoS - dQoE

£ 16.2.571 1 IQX R B FE AL R H U T

| {0 MIT >0
delay = |d1 - exp(d, X delay + d3 - DTI) + d4,MIT = 0

Hrpdl, d2, d3, d4n]PUIEF IR A RSk .

RKEBEHWIE (MIT) , FOSURLLCESREEZ W SE 80, SERR ARG T, REE
Sl IR s IR TN R B AR BN RE, AR T B R, ek
DI EEA 2 S B0 h i, thASIE RN ER I S W2 LS, Pl SE 0, &
WANO0, —BHAN0, WA HIGH i B RAGE .

5.4.4 RIS H

AT H XS FSE 00 28 1 Y 55 HI I TEFE26 BEAA A -
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55 JiERES

5.5.1 &MmEZE

mMTCb 55 Hodhs B NN ik B EORIE AR, (ER s 3 AR o SR PR 7T 5
e IO 28 50 i A T PR MY SCHF RE TR 28 RE RO PN D5 T o B3 (100 55 BB VP Af S Mol 354
AL S AR DL 55 HEAT PPN, AERmMTCME 55 SRS B RAK, X ) 45 B2 U5 (1 FF
B, TSR BERER AR, R MG @A E FIOCHPF I 4ERZ,  H AR R L
TRESIFI, SRR b, REEITHH AR,

*® 5-14 IRl S b mE R

H®E 20

EREPORAR TR A (RFJ7 TK) A% HARQoSHI & M4, HFrQoSEFEL &

fjﬁiii}i AR O EERLMBEE R RS T, MRAGHIEOZ AR NTIY ., BEEREK =
Density Chir R a0 1 CERREBIRCED , R AR O ZHAHIECEN S

Ja AR RERRIAENENZE AR B, Wz A T ek

W24 REX I RE AL PR T 4 ) DX I 2 2 8 B (R I i KR S /D RANRERE s RN 25 2
Network IR, FTLO RERIEERAR S, 5 EER G VPG N2k S5 AR N A I RERL,  LASE

Energy T A BRI 340, ORI RE RS G0 L K . RIS IE AT LA T (4T A
Efficiency 2% BERL [RIROR FR, ANTTTE BRI ROME 2547 D, DA SE 3R X 2% e i KA.
e BH] e 2 A MMM 55 6 iy i RIS 8 1) SR #AN e, L SR H 0, AL e 2
Packet Loss | At LA AL 2 BIImMTCIV. 551 QoS /2 %5 iA bR I B HE 4R

B W 2 2 N e 12 S ImMTCNL 55 (R OGEETERERE 77, B AME R FE OO M I HE N RE

Accessibility | J1, XFTRZRUE, BN, ATELBEAT IR H B AL A BT

5.5.2 $5FRIE &R

#* 5-16 I ERR SRR IA R

e E(-f ATy
WHLZEREVR JERL S R B R H/Q-Score (MMTC)
s 4550 IConnection Density

IF K EF L 5%/ Concurrent Activation Services

RERL ¥ 2% Bt 2HE $/Network Energy Efficiency Index

11, % Packet Loss Rate

1 N\ BTh#/Access Success Rate
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5.5.3 B 5%

W45 254G iR VPN Q-Score(mMTC) 3= 252 Mt & M FEVFAN (14, #EVFALQ-Scorehy A% 15 %

FSE VS

Q-Score I @ VAU T

FNER NS T R AR R, B ER IR R .

BB NI AASR (Access Success Rate) , EfUAPLR (Packet Loss Rate) , J:
QScore = ASR - f(PLR)

WHEHEE, REPLRAIQ-ScorelfIX &R, FFAEIQXRL, fIEHF:

QScore = ASR - e~ (PLC+P)

5.5.3.1 EEHEE

FEAAE T HAITIRSES, VMM A A E,  TAE P20 ] DAPPAS BV B0E R3S

KT VR 53 2 W ) B AT A E R I HR

78 s i B A 3R B3 ¥+

D NEL LS HRPEEL R EE, ATCG SOl B, 2 DA S R A L ) 7 v
DL S BB RV s AT DR IE R BORHR B B Jk i b, AT i AR

2) MMREFERIL, —BE L FTMRIAAIEFLGEGER, BERM. MR Tk
ABETZ A .

3) MY EMRMEEFISRRAELSE, EABRT 2SS st — BT NS T8 GPS
55, AMEAGREL; H— AU, BT ZEERAMERITHZOR, et s
WAGREER . XA T AT RE S BOZ 575, AR Z A8 .

YL BT SR 55 3 A I BERCEE SRAR v, i AN AT REAE i _E I NI B 4T

Jo B
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5.5.3.2 FREEIVEE

AU AT BEC AR R 55 ISR RE S, (HRIEAN B I Kb, IFA—E[H
I AR 55 o 2 KR IR 2 S [R] I 43 X 28 AR VPAl 7SR IR, X P8 RO EESROE o mi (.  AE IR
A RER M ER, NI RER PR RN, W4 2E 55 )il

FREFN ST, TR G A, R RS 2R 55 2R B A

A AR AT DLEDIL S RSB S50 4 B R R MEREEER, A Bl BUREILR & R R 57

T
5.5.3.3 ML BEXFRE

A ]
BG4 BN 2 R AR H
20164F6 7 FURANHT2IR 2 BUFTHE 1 IR 28 PEREFabR,  Hh A G 2% BERL- Network energy

efficiency (HAZHWNTR3B.913) , HATLMSGHIM L IERESRIR, HAKZIL2.275.

}2 8 3GPP TR38.913115E M :

EEglabal = Z bKEEscenario K

scenario K
Forhby 48 1 R VT AN X 28 BE U BN E st LR, SAALFFS.
£t
EEgcenario = a; E_Cl

load level 1
® V fREENRS A E (FAbps) .

® EC TRIu AV RS FriEFERIThE (FRA7Watt = Joule/s)

o o fEEAESEAMIEE CRRFFS) |

ToB¥I ML RERHREL, AU ELHEIEIELLMIRERE, 1025 P8 Xt P28 BEREIREM s X T4
HRRRE, VIR BEAAAZIRI, YIRIREFEEOR R ™A% 1, AR EDIEA LG,

Xt L R REFERI2C I BERE S TR, IE R E AR, XH&E AT A FERIRZ e [y, 7E{E
FISGIMZRHEAT NN 35 2 J5, REAER S T LA ? PEAR bhtnfy 2 AR AR o, Ak Al
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FURFRIERIF IR Z —o TR TS E R UE, YR P28 152 A i 2 15 m]
2?7 FERIEZAIRQOSTOR AT HE T, FFARR R KIRTHIRE R N H bw, 167 25 B
R AN A 48 20 2 T RIS

FARKI & RERUER A 30, TS IR6.3. 45 Y,

[47] [NodeB/9aEFED

IR EHIFGHFGEFE (NRD : REGEES EIRF IR M BRI B GEFEM, 1
FPFBIR SRFFINR G ZCFEFENE, FFAEZ T IR E NPT G L T B TFEIHNR ) CREFE [
TER A 75 b5 - NRBJZCEEFE TS 45040 T
SUM{([ 421 IR 25 1 28 20 ) 2 il BEFENI | P PE 12 08 R G619 T 45 80 LA Z #2020} o

5.5.4 K55 EZ

Z . HREFTH 75 RAHFP T
5.6 FWA &R &%

5.6.1 =Mn[X &

& 5-16 IP iEF A iP AL Sie DFNIE R

SES 2]

EROES FHIBEE . WESE s e .
/Packet Loss
e I S L] IR SIE A g AV BB 0, AN A i B S i Y B ) AN AE o 0 T RTCP MY, #5705 26
/One Way . BIEEE; WIEKSEOEE R, A4k,

Delay

a2 fa A M SE AR, NRIEHEhIE A b 2 tiditter Buffervi Bris, (HZVHER+H
£h#hitter RN 2 5INRRE; 10 IS KRB TEEH RN, = SE0E S BIRaE,
ARG .
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5.6.2 EFRIEFR

FWAMY MY S5 Fida bR, HSEAIE SR SOE BT bR Aa R, ZENIMS X BLARES H 25 W
EARGRI . IWNETEAEHRE A, T B iR 55 R R FEIP X 45 I SLA
FWAZH /Y 5] :

L™

T — = ~
? i \ Voice )
R ‘ . . ;
Voice GREtunnel e A e pata  RER
EE W i s i S —- =
N e —

BRES AR Internet GRE tunnel

“““““““ o T ey e S LR )
D it intesngt cé
.-y @%--------- (_D_f' _____________________________________________________________________________ HEE 5ER )
pPC  —m e e === -
F+ 5-17 FWA L FEEEFRE R
Ei=279 WERR WE B SLABRIE
R4 A A | CPE SoCIt Rt FH A TS B, Wi R IE: 99.995% CHRHE £ b 5k

MPTEREAB M BT e, WHEELT™M | 2D
B A FICPE IP Ping#it:, XF HFRIP3E
ATPINgMI; A 388 ) Ay i 5

NI & A, CPE/AR ARGEN K& ALPingillid; SoCHlitLTME | 0.5% GEIEAMERE]E)
I FICPE IP Pingk, X HARIPIEAT | 25ms CARIEAMLE SR 52)
Pingill it ;

EE (AT CPE SoCilid LTM$2 i FICPE  J5s 451 10M UL, 20M DL (fR#E4>
W, T (TR.143) Xt HARPHAT AT AN T b LR il 5 )
) ITIEH

FWARMP Y S5 AR A B0 il o o ) 30 S5 R AT 704, BB IPIEE LSS, IPRLITLLL
%, Internet: HEEFICAO S « AT RREL S5 . LSS . VOIPNLSS . 2T 4% B4 b 24
M55, X RS ) TE AN SE ZOR ARG, AR IR OR .

NS LN

= 5-18 FWA I ZHeFRIA R

NI ES E[-p e

4738 % /Uplink Throughput
IPiEE. 1PV i o

N 473 % /Downlink Throughput
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Ff1,% [Packet Loss Rate

[ I 4E/One Way Delay

BFhitter

4732 /Uplink Throughput
Internet-BE 44V 4% P gnp

4732 /Downlink Throughput

Internet-W TV % T 473 Z/Downlink Throughput

XKBH] #E/Xkb Start Delay

T 473 Z/Downlink Throughput
Internet-FEB- % ghp

T4TRTT/Downlink RTT

i it 2 L/ Throughput Bitrate Ratio

473 % /Uplink Throughput

N 473 /Downlink Throughput

Internet-VOIPML S FE 1% [Packet Loss Rate

FA [ A ZE/One Way Delay

Blahditter

v EAMSIPHE, HATUDP/RTP, Ma /M4,
TERAE, DA R CERE: B, W, $3).
AMPEAR ., BB I, G R AL EA SIS, FIFWARIE X R K,
ANEWAECEMY Gt K A7 -
® ML S5 RFAE -
v FATHSIPHE, I THUDP/RTP, XA KAL) .
v OAERERE IR, WSS, AL SRR AL O R B, M. #
3.
v EAIREER. PRERE, BIERRFWARIEX R ALK, AEIIECEMT Gl
ik

\
e

v &

5.6.3 B 5%

FWAR — R Mt 3, e S A S . Frellk s @i H o m S E i R, R
AN, HEUIFWARISIPRERY, R B SIPiE 5 Tehnik 5 Ehfninternet I VOIPMY 5%,
KACHMTT, WAL 1. VOIPMLS e brik & .
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5.6.4 KL ELZ

[IP 1555 )

AV H WL SRS G.729, G.711 [ RUE 25 A«

MfERD | R (kbps) | 4ufEMD | EZE (Kbps)
G. 729 34.4 G.723.1 20
G. 711 90. 4 iLBC 28
T M55l 55 IR 28 FR bR 22K -
EWEE | HIE (ns) | B3 (ms) | EE %)
1 <=40 <=10 <=0. 2%
Hh <=100 <=20 <=1%
% <=400 <=60 <=5%

34.4kbit/s, 90.4kbit/s.

Pl : 208 YD/T1071-2000 (IP HLiE M K& & AR ESR ) A5 VOLTE %Atk .
H EaEN R EA, FEER 0.1%, XA KA 0.2%.

(1P BLifuL% ]
BRI 7 U 0 S RDL B 98, R 22 WA 1.2~15 i,

B

PRI 5

H.265 H.264 HP | H.264 BP
720p25/30 | 768kbps 768kbps 1.5Mbps
720p50/60 | 1152kbps | 1.5Mbps 2Mbps
1080p25/30 | 1152kbps | 1.5Mbps 3Mbps
1080p50/60 | 2Mbps 3Mbps 4Mbps

4K30 5Mbps -- -
FE RN WHEE (ms) #3h (ms) E48 (%)

U HEIRY . BOEM, AT <=100 <=30 <=1%
SR TR /A e PN E ST O F 37 <=100 <=30 <=3%
% HHERY, Ba) RN SEE AR,
. <=100 <=50 <=5%
W SE AEIR

[ Internet-Hi 4]

FL S
I i &2 TATIEZR
1Mbps 2Mbps
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R

https://gobrolly.com/data-bandwidth-email-requirements/

[ Internet- 72 ]

Perception Loading delay (s) Throughput(kbps)
o BT <1 >8000
B RUf <2 >4000
e ATBAHERZ <3 >2700
Z: JHOF >10 <800

Ve TRARTR LRSS AN [ DT R /Noxh B R AR ERANN o DL RS2k LR A 1

i (IMByte) NZIE,
B S

https://ieeexplore.ieee.org/abstract/document/6263888/references#references

https://www.hobo-web.co.uk/your-website-design-should-load-in-4-seconds/

[ Internet-#44% ]

SR #HZE (Mbps) | RTT (ms)
480P 0.9 80
720P 2 60
1080P 3.9 45

2K 7.8 30
4K 17.6 20

[ Internet-VOIP]

WL gmfRaY . SILK 4mfs(Skype), Opus 4mfit(WhatsApp. Facebook messenger)

N Z x| HEZ (kbps)
Audio 64
Video 384
i 3E 3 =8
<=150 <=30 <=3%

6 & ik
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